AlD

Always Secure. Always Available.

7 >Piy[

N Web fEFE




E

Web FERETN N EBZ

1. 4EER I EEE4-3T20% = Web Application Attacks.
2. Web Application Attacks #3295 8E K = 2019 ~ 2022

50%

DBI # Denial of Service

2023 DataBreach
Investigations Report

40%

a . '
—
System Intrusion

Privilege Migg€e

20%

i | ~a vy »
b o 7__,’_“
I \ // Social Engineering
S Stolen Assets
Vo 4@

1 © “-’»—--_‘._‘..Qr_, Lors
verizon T : 5 :
o verything Else i - e =
2017 2019 2020 2021 2022

2023 Data Breach
|nve5tigation5 Report Figure 25. Patterns over time in incidents




4% WAF vs Next-Gen WAF
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A10 + fasltly

“A10's Next-Gen WAF, powered by Fastly, enhance.s‘web
application defense, while
and

- \x \’

, resulting in an alway
secure and always available security solution for
enterprises.”
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Market Positioning

Gartner Magic Quadrant for WAAP 2022
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A0 + fastly
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Smart Parse

A highly accurate detection
method

Evaluates the context of each
request and how it would
execute

Enables near-zero tuning, no
learning required and the
ability to start detecting
threats immediately

©2023 A10 Networks, Inc. All rights reserved. CONFIDENTIAL

Threshold based blocking

Predefined time-based
thresholds allows automated
blocking

Can be customized on
variables like threshold, time,

validity specific to users' web
application and business
logic

Network Learning Exchange

Accurate Intelligence
Aggregates and correlates
anonymized attack
information across Fastly
users

|dentifies potential threats
and alerts you before they
are a threat to your sites



Smart Parse — How It Works

=

Web Example 1

POST /input.html HTTP/1.1

Content-Type:
application/x-www-form-urlencoded

msg=SELECT * FROM users WHERE
userId = 105 COR 1=1

This means that the request is
broken up into multiple pieces,
and then tokenized as different
categories (text, operator,
expression, and keyword).

These tokenized patterns are
then analyzed to see if they are
executable. Thereafter, the agent
makes the decision to block (or
allow) requests



Example — No false negatives

X

Web Example 1

POST /input.html HTTP/1.1 0 Web
Content-Type: Results: 0 Example 1:
application/x-www-form-urlencoded _

SELECT * FROM OK
msg=SELECT * FROM users WHERE users WHERE ——
userId = 105 OR 1=1 userld = 105 OR

1=1 —

Executable SQLI

Web
Application




Example — No false positives

&

Web Request 2

POST /input.html HTTP/1.1 o Web
Content-Type: Results: o Request 2:
application/x-www-form-urlencoded .

Great just select OK
msg=Great! Just select users from users from Jess'
Jess' list where it makes sense list where it

makes sense

Not executable

SQLI
OPERATOR Web

T Application




System Attack Signals (default enabled)

Attack signals are labels that describe malicious requests that contain attack payloads designed to hack, destroy,
disable, steal, gain unauthorized access, and otherwise take harmful actions.

Long name Short name Usable in Description
Attack Tooling USERAGEN . Ljsts Attack Tooling is the use of automated Command CMDEXE o Lists Command Execution is the attempt to gain
T « Rate Limit software to identify security vulnerabilities or Execution « Rate Limit control or damage a target system through
to attempt to exploit a discovered arbitrary system commands by means of user
Rules i Rules :
vulnerability input
e Request e Request
Rules Rules
¢ Signal e Signal
Exclusion Exclusion
AWS SSRF AWS-SSRF « Templated Server Side Request Forgery (SSRF) is a Cross Site Scripting XSS o Lists Cross-Site Scripting is the attempt to hijack a
Rule request which attempts to send requests « Rate Limit user's account or web-browsing session
made by the web application to target internal Rul through malicious JavaScript code
systems. AWS SSRF attacks use SSRF to wes
obtain Amazon Web Services (AWS) keys and * Request
gain access to S3 buckets and their data. Rules
¢ Signal
Backdoor BACKDOOR o« Lists A backdoor signal is a request that attempts —
« Rate Limit to determine if a common backdoor file exists
Rules orl @ svetem, The .?lgnal ge”era"Y 'matches Directory Traversal TRAVERSA . |ists Directory Traversal is the attempt to navigate
known backdoor filenames. Traditionally L Viviiewied foidars throtdhiout:s svateri
* Request these filenames appear with PHP file * Rate Limit P 2 . i
. . . hopes of obtaining sensitive information
Rules extensions like admin. php and r57.php. Rules
e Signal For many users, when these paths return a e Request
Exclusion 200 or a larger response than expected, it Rules
may indicate that their system has been .
¢ Signal

compromised or they are unknowingly
hosting a backdoor file. Exclusion



Suspicious IPs

* User IP is suspicious once matching the
system signals under thresholds.

* NGWAF identifies a user by it’s source IP

* Default threshold:
* 50/1 minute (check every 20 seconds)
* 350/10 minutes (check every 3 minutes)
* 1800/1 hour (check every 20 minutes)

Suspicious IPs

IPs approaching thresholds

10.10.10.15
SQLl 2% in 1 minute

3 minutes ago

View all suspicious IPs



Flagged IP & Threshold based blocking

Events

Monitor activity that exceeds your defined thresholds. Learn more

Filter by IP

Flagged IP tracking

192.168.100.96
abir-ratelimit-lab1 (site)
14 days ago
192.168.100.96
abir-ratelimit-lab1 (site)
14 days ago
192.168.100.96
abir-ratelimit-lab1 (site)
15 days ago
192.168.100.10

Attack Tooling
20 days ago

Expired

Expired

Expired

Expired

1-4of4  Show 100 =

Status Signal

Select... v Select...

Blocked requests from 192.168.100.10

Status

Country

Signal

Action

Host

User agents

16 ©2023 A10 Networks, Inc. All rights reserved. CONFIDENTIAL

Expired

= Unknown

Attack Tooling

No new relevant requests from this IP while flagged

Unknown

e Mozilla/5.0 (Hydra)

Allow IP Block IP

- m

Prev event



Blocked requests from 192.168.100.10 Prevevent  Nextevent

IP marked Suspicious on this site with Attack Tooling
May 11, 2023, 3:08:38 PM GMT+8

80 requests tagged from this IP with Attack Tooling Wwithin 1 minute b I OoC k| ng ma I |C|O us atta CkS
100% of site threshold
as exceed threshold

Flag applied to IP
May 11, 2023, 3:08:39 PM GMT+8

Blocking malicious attacks from this IP
Agent mode is Blocking

No new relevant requests from this IP while flagged

Flag expired by rsamleti@alOnetworks.com
May 11, 2023, 8:24:09 PM GMT+8

IP blocking ended
May 11, 2023, 8:24:09 PM GMT+8

Current status: Event expired

I
I
|
[
|
|
|
|
~
|
)
|
@

Sample request View this request
Request line GET http://192.168.100.100/dvwa/vulnerabilities/brute/

Signals Attack Tooling  Mozilla/5.0 (Hydra)

HTTP 404 404
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Tagged Requests

Time -~ Attack signals ~ Anomaly signals ~ Response codes ~

from:-6h m

Show search examples

1-12 of 12 results Refresh

Attack signals

REQUEST SIGNALS / PAYLOADS SOURCE RESPONSE

Nov 15, 9:49:30 AM GMT+8 Private File /.bash_history = 172.16.1.160 Agent: 200

POST 172.16.1.142 SQLI  category=Gifts'-- private network host Server: 200

/.bash_history XSS () { :; }; /bin/eject Status: Allowed

View request detail <img src=http://url.to.file.which/not.exist Response size: 0B
onerror=alert(document.cookie);> Response time: 16 ms

CMDEXE () { :; }; /bin/eject

Nov 15, 9:49:29 AM GMT+8 Private File /.bash_history = 172.16.1.160 Agent: 200

POST 172.16.1.142 SQLI category=Gifts'-- private network host Server: 200

/.bash_history XSS () { :5 }; /bin/eject Status: Allowed

View request detail <img src=http://url.to.file.which/not.exist Response size: 0B
onerror=alert(document.cookie);> Response time: 16 ms

CMDEXE () { :; }; /bin/eject
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False positive convert to rule

Requests / View

Server

Server hostname

Remote Client

Remote address

Remote hosthame

Remote country code N/A

User agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, li{
Request

Timestamp Aug 17, 4:24:08 PM GMT+8

Method GET

ACOS-6.0.1-CFW-WAF-35-shared

10.10.10.7

private network host

Convert to rule Convert o rue

Conditions
Each selection will create a rule condition

Agent Name
ACOS-6.0.1-CFW-WAF-35-shared

Country
N/A

Domain
10.10.10.111

IP Address
10.10.10.7

Method
GET

Path
/DVWA/dana-na/../dana/html5acc/guacamole/../../..[..]..]..[etc/passwd

Protocol Version
HTTP/11

Scheme
http

User Agent
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, |

You will be able to edit the rule in the next step

19 ©2023 A10 Networks, Inc. All rights reserved. CONFIDENTIAL




Site Overview

Request Volume

All requests for this site

0.01 average RPS

4k

2k

Thu 9 Sat11 Mon 13

OWASP Injection Attacks

The most common attacks from OWASP Top 10

662

331

@ Total Requests 7k
Scanners
Commercial and open source scanning tools
33k
1.6k
o
Thu9 Sat1 Mon 13
@ Attack Tooling 3k
Backdoor 0
Forceful Browsing 523
2 Private File 253

3 |
Thug Sat1 Mon 13
@ sQLl 122
XSS 389
CMDEXE 284
@ Traversal 166
Quick look View requests
Traffic Source Anomalies
Requests from unusual or suspicious sources
32
\
6 |
0 |
Thu9 Satn Mon 13
@ SigSci IP 0
Tor Traffic 0
Datacenter 0
& Malicious IP 26
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OWASP TOP 10

Latest feature announcements

Agent management functionality - Beta

Our agent management functionality now includes a
service that auto-updates agent versions and a plugin for
Vault that stores and rotates agent keys.

Custom signals, dashboards, lists, templated rules, and
custom response codes are now available for Professional
plan customers using edge deployment.

Announcing New Protection for CVE-2022-42889

Use the new virtual patch to protect yourself from the
recent Apache Commons Text library code execution
vulnerability.

View all announcements

Events

IPs flagged for exceeding thresholds

44144.222.189 Expired

Attack Tooling 4 days ago

60.49.127.60 Expired
sQLl 4 days ago

154.233.62.85 Expired

Attack Tooling 4 days ago

Showing 3 of 11

Top 10:2021 List

A01 Broken Access Control
A02 Cryptographic Failures
A03 Injection

A04 Insecure Design

A05 Security Misconfiguration

A06 Vulnerable and Outdated
Components

AO07 Identification and
Authentication Failures

A08 Software and Data Integrity
Failures

A09 Security Logging and
Monitoring Failures

A10 Server Side Request Forgery
(SSRF)




= F

=

E-commerce
Companies

(™)

Finance and
FinTech
(£ R)

Healthcare
Providers

(E)

Government
Agencies

(B )

Online transactions (payment
systems), complex APIs
involved, lower security
awareness

Sensitive financial information,
large attack surface, strict
compliance regulations (less
security)

Cripple critical infrastructure,
strict compliance regulations,
sensitive personal information,
large attack surface

Critical data involved, political
motivations, strict compliance
regulations

Brute force attacks, DDoS, limited
management and bandwidth due to
limited security team

Bank account numbers, SSNs, credit
card fraud

SSNs, HIPAA and GDPR regulations,
ransomware attacks, obtain
confidential medical research

Tax filings, voting, permit applications

Advanced Rate-limiting, Syn Cookies, ATO and
DDoS Protection

0 learning period; simplified deployment
PCI-DSS compliant, SOC 2

ADC shrink attack surface,

Improves application performance
PCI-DSS/SOC 2/HIPAA/GDPR

IDP integration enforces continuous monitoring
and auth

Protects against known CVEs

ADC shrinks attack surface
TLS/SSL offload

HIPAA/GDPR compliant
Sensitive data redaction
Protects against known CVEs

GDPR compliant

Context-aware detection can halt malicious
code from being injected

TLS/SSL offloading improves web application
performance



A10 vs F5

A10 Next-Gen WAF

F5 BIG-IP Advanced WAF

Superior Blocking Approach — Context based

No Learning mode required
DevOps Integrations

User-friendly Centralized Management & Analytics (for WAF)

Threat IP Intelligence derived from network of customers

Threat feed/New Signature and Rule updates
Comprehensive OWASP coverage
Account Takeover Protection

Virtual Patching

v
(Smart Parse and Threshold based blocking)

v

v

v

v

(Network Learning Exchange)

SRR N NN

X
(Rely on Regex matching)

X

Partial

X

(Need to purchase a separate BIG -IQ)

X

(Add on subscription with Third Party
Intelligence Services)

v

v
v
v




A10 vs F5

A10 Next-Gen WAF

F5 BIG-IP Advanced WAF

PCl 6.6 Compliance

Effective blocking in production

Fast time to value without rules tuning

Geolocation-based Blocking

v

v

(Near zero or very minimal false positives)

v

v

v

Partial
(generates false positives)

Partial

v
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A10 vs Imperva

A10 Next-Gen WAF

Imperva WAF Gateway

Superior Blocking Approach — Context based

No Learning mode required

User-friendly Centralized Management & Analytics (for WAF)
Threat IP Intelligence derived from network of customers
Threat feed/New Signature and Rule updates

Comprehensive OWASP coverage
Account Takeover Protection

Virtual Patching
Geolocation-based Blocking

PCl 6.6 Compliance

v
(Smart Parse and Threshold based blocking)

v
v

v

(Network Learning Exchange)

v

AR NN NN

X
(Regex Matching)

X

X
(Need to buy separate management device)

X
(Add on subscription with Third Party Services)

X
(Add on subscription is required)

v

N N NN




A10 vs Imperva

A10 Next-Gen WAF

Imperva WAF Gateway

ADC integrated
Effective blocking in production

Fast time to value without rules tuning

v

v

(Near zero or very minimal false positives)

v

Partial
(basic ADC)

Partial
(generates false positives)

Partial

26 ©2023 A10 Networks, Inc. All rights reserved. CONFIDENTIAL



27

OWASP Top 10
SmartParse -
Context-aware
detection

Account Takeover
(ATO)

Virtual patching
(known CVEs)

©2023 A10 Networks, Inc. All rights reserved. CONFIDENTIAL

L

O 5

Consolidation of
solutions WAF, load
balancing, caching,
DDoS protection
Simplify SSL
certificate
management for all
apps at one place

2Kl

Protect web apps
that store sensitive
data such as PlII
credit card and

healthcare data

PCI-DSS 6.6 NCPA
S0C2 SOC

HIPAA
GDPR

No learning mode
required

One management
plane for
centralized policy
enforcement and
analytics/visibilities
Doesn’t require
expert skills




Always Secure. Always Available.
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