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Cloud Computing Trends: 2019 State of the Cloud Survey

https://www.flexera.com/blog/cloud/2019/02/cloud-computing-trends-2019-state-of-the-cloud-survey/

https://www.flexera.com/blog/cloud/2019/02/cloud-computing-trends-2019-state-of-the-cloud-survey/
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Finance / Manufacturing



6 CONFIDENTIAL | DO NOT DISTRIBUTE

Across Clouds & Diverse Application Services

Per-App Visibility Across A10 ADCs

Visibility and enhanced 
troubleshooting across all apps

Thunder

©A10 Networks, Inc. | Confidential
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Per-application Response Time Analysis

Time series distribution 
o Client SRTT
o Server RTT
o APP Latency
o ADC Latency(In/Out)
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How Server is Performing

Time series distribution of 
o Client SRTT
o Server RTT
o APP Latency
o ADC Latency(In/Out)

DRILL-DOWN TO TRANSACTION LOGS
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How Application is Performing

Time series distribution of 
o Client SRTT
o Server RTT
o APP Latency
o ADC Latency(In/Out)

DRILL-DOWN TO TRANSACTION LOGS
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Per-request Log Analysis

Time series distribution of 
o Client SRTT
o Server RTT
o APP Latency
o ADC Latency(In/Out)
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Multi-Cloud Management
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Service Provider 加值服務
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Online Game
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Container ADC Deployment
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FinTech / 3rd-Party Service Provider (TSP)
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Kubernetes Cluster

Auto Scaling Deployment

• Container-native application 
(microservices) are automatically 
deployed with each new node

Node Node Node

Kubernetes 
Connector

Harmony Controller

• Kubernetes Connector detects 
changes in application service 
scale and communicates new 
config to Thunder ADC via 
Harmony controller

• Harmony controller connect to 
Thunder ADC and configure 
automatically

• Metrics/Logs flow from Thunder 
ADC to the Harmony Controller

Thunder ADC



ADC for Kubernetes Cluster Source : iThome https://www.ithome.com.tw/news/133298

https://www.ithome.com.tw/news/133298
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The Encrypted Blind Spot is Growing

94% of all internet traffic is 
encrypted

Almost half of cyber attacks use 
encryption to evade security

Sources: Google Transparency Report | Dark Reading
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Security and Scale Problems
Encrypted Internet Traffic
Decrypted Internet Traffic

SWG

DLP/AV

ATP IPS NGFW

Internet

Separate decryption licenses 
required on each device

No single point of decryption policy 
control & key management

SSL/TLS decryption is extremely 
compute-intensive and adds latency

Expensive upgrades required 
to scale with rising demands
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SWGDLP/AV ATP IPS NGFW

Internet

Improved user experience due to 
reduced latency

Enhanced performance due to 
Decryption/Re-encryption offload

Centralized decryption, policy control and 
key management

Enhance Performance with Secure Decrypt Zone

SECURE DECRYPT ZONE

Encrypted Internet Traffic
Decrypted Internet Traffic
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Government / Enterprise

o 提升整體資安防禦

• Decrypt 70% encrypted traffic

• Server Farm Protection

• User Area Protection

o 保留現有資安投資

• Focus on SSL decrypt/encrypt

o 架構彈性

• L2/L3 Security Devices Integration

IPS 

User Area

Internet

Clients
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Server Farm

Services Services

L3 SW L3 SW

A10 SSLi 0 (outside)

A10 SSLi 1(inside) A10 SSLi 2(inside)

WP
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