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Cloud Computing Trends: 2019 State of the Cloud Survey

Enterprise Cloud Strategy
1000+ Employees

Multiple private

Multiple public

Single public Multi-Cloud

849

Single private Hybrid cloud

No plans

FLEA R

Source: RightScale 2019 State of the Cloud Report from Flexera Inform IT. Transform IT.

https://www.flexera.com/blog/cloud/2019/02/cloud-computing-trends-2019-state-of-the-cloud-survey/
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Traditional ADC Deployment
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Finance / Manufacturing
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I Multi-cloud ADC Deployment
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Per-application Response Time Analysis
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I How Application is Performing
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I Multi-Cloud Management
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I Container ADC Deployment
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FinTech / 3"-Party Service Provider (TSP)
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I Auto Scaling Deployment

Container-native application
(microservices) are automatically
il deployed with each new node

I 1 Harmony Controller Harmony controller connect to
Thunder ADC and configure
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ADC for Kubernetes Cluster

Kubernetes Platform

ku8 Manager Visualization Platform
(Install, Deploy, Mgmt., Monitor & Analysis)

Source : iThome https://www.ithome.com.tw/news/133298

Microservice
AP Server
Scheduler

DMZ Master (A)

k8s-clusterMode-06

Cantainer
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Container

Environment parameter

» Config map leg

+ Filebeat ELK
Manitor - Prometheus
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Minion node mim.>=3, max. <=100

* |Image management
* Base image f Security check
*  Minimum OS requirement
*  Minimum user access


https://www.ithome.com.tw/news/133298

Secure ADC Deployment
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The Encrypted Blind Spot is Growing

Other Malware

55%

Other Traffic
6%

94% of all internet traffic is Almost half of cyber attacks use
encrypted encryption to evade security
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Security and Scale Problems

——> Encrypted Internet Traffic
—> Decrypted Internet Traffic

SSL/TLS decryption is extremely
No single point of decryption policy compute-intensive and adds latency
control & key management DLP/AV /

\ 4

I I J ZQ 1]
> —Q]—>'— S
ocao

B / o A NOFW \
Separate decryption licenses Expensive upgrades required
required on each device to scale with rising demands
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I Enhance Performance with Secure Decrypt Zone

——> Encrypted Internet Traffic

Enhanced performance due to —> Decrypted Internet Traffic

Decryption/Re-encryption offload
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Improved user experience due to Centralized decryption, policy control and
reduced latency key management
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Government / Enterprise
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Decrypt 70% encrypted traffic

Server Farm Protection

User Area Protection
PREIRA EZH

Focus on SSL decrypt/encrypt
ER TGS

L2/L3 Security Devices Integration
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A10 SSLi (outside)
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Application Delivery Evolution
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