L hERRES CHINGHNA

53

DN FER s FhiE



L/ s iEREES

What is SDN.....

SDN=Standard Southbound API ] SDN = Centralization of control plane I

SDN=OpenFlow

DN = Separation of Control and
Data Planes | 5} ]

OpenFlow is a key protocol in many SDN

solutions.
OpenFlow Switch
Packet +

Ingf;ﬁ ingress port + ] Execute : | Packet

Packet ]
Tagle cas Table [PaCKE . "Action it
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Hype Cycle for Emerging Technologies, 2020

Secure Access Service Edge (SASE)ZR35~104F
Hype Cycle for Emerging Technologies, 2020

Secure Access Service Edge (SASE) |
Social Distancing Technologies

Embedded Al
Data Fabric

Composable Enterprise
Al-Augmented Development

Responsible Al

Explainable Al

Multiexperience
Digital Twin of the Person
Citizen Twin

Carbon-Based Transistors

Packaged Business Capabilities
Generative Al

Composite Al

Adaptive ML

Generative Adversarial
MNetworks

Bidirectional Brain-Machine
Interface

Self-Supervised Learning
Low-Cost Single-Board
Computers at the Edge

Authenticated
Provenan

Bring Your Own Identity

Small Data
Private 5G

expectations

Ontologies and
Graphs

Differential Privacy
Biodegradable
Sensors

Health Passport

DNA Computing and Storage
Al-Augmented Design

As of July 2020

: Peak of
Innovation I-:fll-q:(izi Trough of Slope of Plateau of
Trigger - o Disillusionment Enlightenment Productivity
Expectations
time
Plateau will be reached:
O less than 2 years @ 2to5 years @ 5to 10 years Ak more than 10 years & obsolete before plateau
.| Source: Gartner
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Secure Access Service Edge (SASE)

 Definition: Secure access service edge (SASE) delivers multiple capabilities, such as
SD-WAN, Secure web gateway (SWG) , Cloud Access Security Brokers (CASB), NGFW
and Zero Trust Network Access (ZTNA)

o [EEFPEE] (Zero Trust Network Access, ZTNA) tBig BEUGEZER(SDP), %k
ForresterfIETR: TEAEBISEAIHIMEPRERIA. 5. 1, EESEFNRENE
BUHEATZEZFRBA. FH. DEITES

- SASEZISH Tt iEiR TIEEAR. SASEERIRISR T, IEEEINIRIESRE/EIRASHS,
ﬁgﬁ%H#J:'FX*I]EQ’IE/%*E’IH&%O BaILAEBAS, e, MHEkiEEsT RSk

EEAEBEEEASTETA - F - ¥

- Secure web gateway (SWG) SASE, pronounced “sassy”

« Next-generation firewall (NGFW)
« Software Defined Perimeter (SDP)
«  Cloud Access Security Brokers (CASB)
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Proven Results for Hacking Satori for IoT
(280K IP addresses)

Dec, 2017

1.2 Tbps

DNS DDoS

Dyn
Oct. 21,2016

KRACK
Wifi vuin

1 Tbps
(150K CCTV,DVR)

OVH Mirai
Sep. 21,2016 source code
released

620 Gbps

120K HTTPS RPS KrebsOnSecurity
LS sPam 50K HTTP RPS sl Bl ian
emails . :& /j = {% ) ‘
Tl e
Qg;"' Jun, 2016
5 Copyright © 2018 Trend Micro Incorporated. All rights reserved. @ IBEQB
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QoE Report

*QoE: ERER * BAYAESAY - * SRR

TEST2 4 881 A 2020-05-08 05:00:00 2020-05-08 09:00:00 E

ELUO EIEIFE Y BB (1L B v E . Bl i} 7
Qo :test2 [ Emr 1012655 | BapmP ~2020-05-04 09:00-00 E:jb‘ FI ﬁ $$
A EI
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14:48 14:52 14:56 15:00 15:04
200ms A [ Jimter Average
- lggmz Jitter A i > Threshold T&ms
i~ Max
100ms =| = | N | A Al A R
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Sorns 20/05/07 20/05/07 20/05/07 20/05/07 20/05/07
14:48 14:52 — 14:56 15:00 15:04
10ms |..... EEmmm==~ar we — - ) Latency Average
1ms zlin Del I \ EfkEbarty 5 EBEEABHRNAR Thveshoig  358ms
= 100 ms | M
2] soms elay / \ [T ax
3 ome 226.5ms
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g 0% 100.0 %
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