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Kyle Feng | Security Consultant

YOU DESERVE THE BEST SECURITY
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Organizations with less than 1,000 employees face the following challenges
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1. Ponemon 2021 Cost of a Data Breach
2. Forbes, Cybersecurity in 2022
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https://www.ibm.com/security/data-breach
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Verizon Data Breach Investigations Report
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Source: Better Business Bureau
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https://www.bbb.org/globalassets/shared/media/state-of-cybersecurity/updates/cybersecurity_final-lowres.pdf
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CHECK POINT IN ISRAEL
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Quantum
Spark”

Security Appliance
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ThreatCloud: AlB&:

THREATCLOUD Al

Al 73 T 132 1l

Infected hosts detection
Sandbox static analysis
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Sandbox dynamic analysis

Email static analysis
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Mobile zero-phishing detection

Anti-Phishing Al engine

Network Al engines aggregator

Mobile Al engines aggregator L R AL R TR
Machine validated signature
I~Isl IJ
Cloud networks anomaly detection [ IXERXEERXEERILE)
ThreatCloud Campaign Hunting CIRREEARIRERA
_BE
Analyst Mind BEifhE

Malicious activity detection

Docs meta classifier Vectorization family
classifier

ML Similarity Model
MRAT Classifier
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liybelac.ba liybelac liybel liybelac liybelac.bazar
izryudew.ba izryudel izryud izryudew izryudew.bazar

@ biymudge.ba biymudqe biymud biymudge biymudge.bazar
fuicibem.ba fuiciber fuicib fuicibem fuicibem.bazar
S, THREATCLOWD biykonem.ba biykoner biykon biykonem biykonem.bazar
b ’ aqtielew.ba aqtielel aqtiel aqtielew aqtielew.bazar
yptaonem.ba yptaoner yptaon yptaonem yptaonem.bazar
exyxtoca.ba exyxtoci exyxto exyxtoca exyxtoca.bazar
igfisoew.ba iqfisoel iqfiso iqfisoew iqfisoew.bazar
aguponew.ba aguponel agupon aguponew aguponew.bazar
exogelge.ba exogelq: exogel exogelge exogelge.bazar
exybonyw.ba exybonyi exybon exybonyw exybonyw.bazar
etymonac.ba etymonar etymon etymonac etymonac.bazar

Deep Learning
Technologies

DNS #1 Contact Command and Control Servers
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Via Machine-generated domains (DGA)

X Quantum Spark #2 Data Leak (DNS Tunneling)
Client Machine 6a57jk2bald9keg15cbg.appsync-api.eu-west-1.avsvmcloud.com

7sbvaemscsOmc925th99.ap| ud.com
£q1h856599gqh538acqn.appsync- -2.avsvmcloud.com
i 7et.app:
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M@ged Services

Firmware
Periodic Backup
Reports

Report Recipients
Notifications

Notifications
Recipients
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LI Scripts

L) History
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Report content

v Embed reportin email message body
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Reports language English o .
APPLIANCE | SandBlast . Check Point”
VN REPORT - in SOFTWARE TECHMOLOGIES LTD.
Periodic report settings Hourly report | June 15th, 2022 10:10pm / June 15th, 2022 11:10pm
Send daily reports . - .
Anti-Bot Anti-Virus IPS Threat Emulation
v Send weekly reports 7 Events' 2 Events? 11 Incidents3 0 Malicious files
° 0 Files scanned
Day of week MONAaY
v Send monthly reports Top Bandwidth Consuming Bandwidth Usage by Applications
Day of montho 1 % Computers /... | Top category

11.9MB(1.14%) Bandwidth

@ 13.107.246.47 | Top site
5.33MB(0.51%) Bandwidth

1 No Data | Top user

1.03GB

Total Received

16.6MB
Total Sent

Total traffic:

1.04GB

Top 5 Apps:
1.02GB

m & 94% Windows Up... © &= 0.3% Amazon Web S...
m % 2.9% Quic Protocol ™ &¥ ~0% Microsoft Accou...
= W 0.7% MSN-web =8 79, Other



A2 IESD-WAN ZE AR Zi%
(R IR AREE R EEIROR IR E B AR |

I

BESHERELMEE 7O Marooone

"LloJ)
i r()]\_ Blocks 99.7% of new malware* . 4GISGILTE
- MPLS
- Etc.

BROADBAND, 4G/5G, etc.

i .

BRANCH OFFICE Quantum Quantum
SD-WAN Spark”
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Known & Unknown threats,
Ransomware and Phishing

*Per Miercom NGFW Benchmark 2023
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2024 Security Benchmark Report
#1 Miercom
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Miercom Zzero Trust
Security Benchmark™ 2024

Zero Trust Platform Assessment
Based on Top 10 Common Enterprise Use Cases

Check Point —e

Palo Alto -\a
Cisco \°

Fortinet *4’ !
Zscaler
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Admin & User Experience
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SUMMARY
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Quantum Spark %5IP5 X 155% #8

All the Security Your Business Deserves

Spark”
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Quantum SD-WAN



Quantum Spark

ZZ 4 SD-WAN
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$ Quantum Spark 1595 Appliance

SD-WAN

Smart, efficient netwark management for better anline performance

@ 5D-WAN blade is enabled | Configure...

45 New 2 fij Delete (5 () Refresh
[ e — = =
/:E % 'TE E\ gﬁz E E/\] Name Interface Type IP Address Duration
us
5 avd
W AN EE }K ® Cellcom Fiber WAN DHCP 10.100.102.245 1 days, 04:33:36
o Cellular 5G celll Celiular 10.156.198.31 1 days, 04:32:48

Manage and monitor links

Traffic monitoring Trends
Mbps Mbps
0.6 Cellcom Fiber (WAN) 80
Throughput: 1 Mbps (579
5 753 ‘$ + E/J Hk ot 05 Inbound: 1 Mbps (4
;EEH&LI%EI \ /Eut,:‘\ 0 Outbound: 0.28 Mbps (68 50
0.3 Link quality a0
@ Latency: 7Tms
0.2 @ Jitter: Ims
o1 @ Packet loss: 0% 20 |
1] -11‘1.-‘!1‘_&‘_-!—4--"“

P O b Business Applications Remote Access File Sharing Web Cenferencing Default Breakout
e 48 Bl
;%E?E%Efgfgﬂ cmB same cmvee amozs o
VEHFE JFETE
= 0O *ﬂj ﬁ @ Cellular 5G (®)1 @ Cellular 5G @ CellularsG @ Cellular 5G @ Cellular 5G (0.02 Mbps)
FKARE TR @ Cellcom Fiber @ Cellcom Fiber @ Celicom Fiber @ Cellcom Fiber (51 (O]
@ Cellcom Fiber (0.03 Mbps)
IBEH
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Cellcom Fiber

Cellular 5G

14:00 15:00

18:00

Performance Palicy
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YOU DESERVE THE BEST SECURITY




