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LinkGuard: a New
Machine Learning
Engine Designed to
Detect Malicious LNK
Files

The Rise of the Code
Package Threat

Highlights:

« Check Point details two recent attacks detected and blocked by

Code packages
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Quantum Force Series 9100 — 9800 (6 models)
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| 9100 | 9200 | 9300 | 9400 | 9700 | 9800

Latency (Lab) 10uSec 9uSec 9uSec 1.85uSec 1.85uSec 1.85uSec
FWAY{BE (Ent.) 55Gbps 60Gbps 70Gbps 72.6Gbps 129Gbps 185Gbps
TPRYBE (Ent.) 4.95Gbps 6.6Gbps 9Gbps 11Gbps 16.6Gbps 20Gbps
TLS+TP 2.96Gbps 3.6Gbps 5.1Gbps 5.5Gbps 9.6Gbps 10.1Gbps
TLS+TP (Web) 1.6Gbps 2Gbps 2.9Gbps 3.2Gbps 5.8Gbps 6Gbps
TLS+IPS (Web) 2.3Gbps 2.9Gbps 3.9Gbps 4Gbps 7.3Gbps 7.9Gbps

| 19100 | 19200 | 29100 | 29200

Latency (Lab) 1.85uSec 1.85uSec 1.85uSec 1.85uSec
FWXYEE (Ent.) 200Gbps 245Gbps 365Gbps 63.5Gbps
TPRYEE (Ent.) 28.8Gbps 36.9Gbps 47.4.6Gbps 500Gbps
TLS+TP 14.1Gbps 18.6Gbps 24.36Gbps 24.6Gbps

TLS+TP (Web Mix) 10.2Gbps 11.2Gbps 14.6Gbps 18.6Gbps
TLS+IPS (Web Mix) 12.9Gbps 15.7Gbps 19.3Gbps 25.04Gbps
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CHECK POINT IS YOUR TRUSTED CYBERSECURITY PARTNER!

Check Point Infinity

GLOBAL SERVICES

MASTER [, RESPOND MANAGED

ASSESS ' ) TRANSFORM | i
Security Evaluation'and Pentesﬁng'_' Consulting and Optimization \\ Upskilling and Training 1 A § Managed SOC and NOC
5 . ~
£ - -
Risk Assessment Remote consultation days Training Courses Incident Response MXDR with Managed SIEM
Penetration Testing Advanced Technical Acount Boot Camps Expert Malware Analysis Managed Firewalls
Maturity Assessment Infinity Security Design HackingPoint Expert Threat Briefing EDR with Agent Management
Readiness Assessment Hybrid Cloud Security Self-Paced Cyber Security Training Digital Forensics Managed CNAPP
View more View more View more View more View more
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+30 services!

MANAGE

RESPOND

MASTER

TRANSFORM

ASSESS
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Check Point Infinity
GLOBAL SERVICES

¢ Managed Firewalls

¢ EDR with managed agents

e MXDR with Managed SIEM iéfgzﬁ%“ Jclzﬁgﬁ%%
* Managed CSPM and CNAPP

¢ Cloud Migration & management

e MIXDR
e MIDR
e Incident Response MDR & IR 24x7 & P‘E,L\i@}/_:

¢ Threat Hunting

e CISO Academy
e Certifications

e Skills Training %Z%EJH% ’\iéq ,._,\nﬁjZ}IEﬂ'

e Security Awareness
e Phishing Simulation

e Staff Augmentation/ Resident engineer
¢ Optimization and fine tuning

e Complex Project implementation @ﬁﬁ%%ﬁﬁﬁ%

¢ Project Management
e Life cycle management

e Cyber Risk Assessment
e Threat Modeling BOp mdy —f =52 5 e
° Cloud Maturity j(—/IHEI ﬂE FE FIEEH&%

e Pen Testing
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Cloud Security Maturity Model

Check Point - Cloud Security Maturity Model
<
Rehost

CSMM 1: ® ®

Initial/No Revise
Automation .

CSMM 2: 2 Re%tor

Managed/Simple Automation = .

CSMM 4:

Quantitatively Managed/Guardrails

CSMM 5:
Optimizing/Automation Everywhere

4———————— Reduce Risk
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Recovery
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Analysis Identify
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(RS.... and Train...
Response Data
Planning Security
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Security 1 t
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and Events Technolo...
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Advanced Technical Account Advanced Technical Account Advanced Technical Account
Management (weekly working Management (biweekly working Management [monthly working
sessions) sessions) sessions)

Maestro deployment (up to 2 Jumpstart for Enterprise Appliance Jumpstart for High-End Appliance
Security groups or 2 VS instances) with NGTX blades package with NGTX blades package

SmartOptimize Gateway HealthCheck

([ ]
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REBFERMART (PS)

ATAM (Advanced Technical

Account Management)
JumpStart package
Maestro Deployment
Remote Consultation
SmartOptimize

HealthCheck
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Distinguish Yourself With Globally-Recognized Certifications

by Globally-Recognized Organizations

0NC
alole
NCO

ISACA.

(SC): OLHICIA

TRAINING PROVIDER

9
World's leading CISOs

share all their SECRETS
Tune in now!

wemaxy (Z)NCR

et CATERPILLAR & GitLab
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‘CISM@.
CISSP’

(Neo)
OFFICIAL TRAINING

PARTNER

N

4

CHECK POINT

CERTIFIED SECURITY ADMINISTRATOR

(CCSA)
®

CHECK POINT
CERTIFIED SECURITY EXPERT

(CCSE)

PREREQUISITES
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SmartAwareness & Cyber Park: EZ A E[LGFEZEABEHE

INFOSEC IQ
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™., CYBER PARK
. e

X
BROKEN ACCESS BROKEN SENSITIVE DATA

(<<o>>)

Security
Awareness
LEARN MORE

Phishing
Simulations

LEARN MORE

/'

i)

B

Empower Your
Workforce.

#)owersp . #)owasp i @) oweasp .

Broken Access Control Cyber Red Broken Authentication Cyber Red  Sensitive Data Exposure 1 Cyber [Red
Range

BEX 116S/100 USD e LUECl WL 11GS / 100 USD K 1165 /100 USD

Secure Your
@ Organization.
N

Program

@ i INFosec D)
- B 0 F @ 0 B B uwewm < 3 g

Invitation: New quarterly team review @ Tue 10am -
Tam b

’ —— LORD OF THE.=*

Quarterly Team Review
=

WIZAII

»Ta

Reports &

Automation Assessments

LEARN MORE

LEARN MORE
You have bean invited 1o the follawisp srent

Hew quarterly team review.
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IGS Managed Services
ZIRCELZBRADENERE

SOC-as-a-Service

MDR \ MPR\ IR
XDR \ XPR
Managed SIEM \ SOAR

Microsoft Sentinel and

Defender XDR

m Infinity Core Services

I\ Microsoft Microsoft
Sentinel Defender
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Harmony Endpoint
Harmony Email &
Collaboration

Check Point SASE

CrowdStrike / Sentinel One
/ Microsoft Defender for

Endpoint

SentinelOne

Harmony

NOC-as-a-Service

Check Point Quantum and
Maestro
SD-WAN

Networks

Cisco / Cisco Meraki / Extreme / Palo

Alto / Fortinet

Quantum

paloalto F::RATINET

Cloud and IT

CloudGuard Posture
Management
CloudGuard CNAPP

CloudGuard Network Security

Microsoft Defender for Cloud

Microsoft 365

Otenable AN
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é CloudGuard
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Thank You!

Danny Yang Cyber Security Evangelist, OCTO
dannyy@checkpoint.com

YOU DESERVE THE BEST SECURITY
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	Slide 1
	Slide 2: Agenda
	Slide 3
	Slide 4: 零時差攻擊 (Zero-Day Attack)防護策略的質變
	Slide 5: 透過AI和自動化將MTTR從數天縮減至到數分鐘
	Slide 6: Check Point: 2024 資安 x AI創新紀元
	Slide 7: 雲端交付: 現今資安核心與防護基礎
	Slide 8: AI智能即時威脅防護與情資引擎
	Slide 9
	Slide 10: AI驅動的威脅防護管理平台 
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17: 2024 Zero Trust Platform評估報告
	Slide 18: 2024威脅防護報告: 最佳安全防護平台與實證 
	Slide 19: 2024威脅防護報告: 最佳安全防護平台與實證
	Slide 20
	Slide 21: AI x 資安! 強強聯手打造全球最先進AI Cloud Protect方案
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: 類Chassis叢集架構，最高可達1Tbps威脅防護效能! 業界最先進的超延展網路安全叢集(HyperScale)
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39: 方案實施與系統優化，確認資安措施有效性
	Slide 40
	Slide 41
	Slide 42: 24x7 MDR+IR 專業監控回應服務
	Slide 43
	Slide 44: Call to Action: 歡迎申請數位資產安全韌性與健檢評估
	Slide 45

