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REDUCING DIGITAL
FORENSIC
INVESTIGATION TIME
WITH CYCRAFT'S
CYCARRIER AIR
PLATFORM

Frost & Sullivan (2019)

(FIFE CyCraft 8 CyCarrier AIR
Platform %k #8 (i #n a8 P 7 < sl &
) (Reducing Digital Forensic
Investigation Time with CyCraft” s
CyCarrier AIR Platform)

B TS Al Bliss
B£4E 99% RY & ok iy ] £
95% R ATIRZS

Market Guide for Al Startups, Greater China

Published 22 July 2021 - 1D G00731202 - 17 min read

Gartner (2021)

(CRHER Al TTBIABHEM)
(Market Guide for Al Startups,
Greater China)

B P — AZERR
\ﬁiﬁ“

IDC PERSPECTIVE

Intelligence-Led Cybersecurity — Examples of Two Asia-
Headquartered Al-Enabled Security Providers

Cathy Huang Jett Yong Xun Xie

EXECUTIVE SNAPSHOT

FIGURE 1

Executive Snapshot: Intelligence-Led Cybersecurity — Examples of Two Asia-
Headquartered Al-Enabled Security Providers

IDC Perspective (2021)

(B=EZ | UmBEARERALI oA Al
BENE LA RBEA) (Intelligence-Led
Cybersecurity — Examples of Two Asia-
Headquartered Al-Enabled Security
Providers)
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Emerging Tech: Adoption Growth Insights for
Managed Detection and Response

Published 7 Segternber 2022 - 1D GOOTEZEEY - 17 min raa

Gartner (2022)

ChrERR, © $HHEEE TR B o]
FERER IS R AZER ) (Emerging
Tech: Adoption Growth Insights for
Managed Detection and Response)
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BRSNS BI A F RIS
B1&hiEEE (Steven R. Rudder) . =68
22 REHFA (Rupert Hammond-
) AR EREIRLEZERRMARERAS
. M/NSEET, B2 "Attention is
all you need" EFIERATERLRIBEENLYS.
RER Al RIS, RBREEHEEN
XCockpit BIRAMLEE, BB IEESNE
TREABIRM, RTEANELRASHRIEZ A
BRI

Pioneering Taiwan-Poland Cybersecurity
Collaboration

We are excited to announce that CyCraft has
recently played a pivotal role in strengthening
cybersecurity relations between Taiwan and
Poland. Our advanced, Al-driven solutions
were showcased to a visiting Polish delegation,
emphasizing their capabilities to hasten threat
detection and free up more time for strategic
decision-making.

Notably, Poland expressed particular concern
over state-sponsored APTs like APT29, leading
to in-depth discussions about our eva
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black hat

USA 2028

ATTEND ~ TRAININGS ~

‘ ALL SESSIONS ‘

‘ SPEAKERS ‘
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CyCraft Proprietary and Confidential Information
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AUGUST 5-10, 2023

MANDALAY BAY / LAS VEGAS
+ VIRTUAL

BRIEFINGS ~ ARSENAL ~ FEATURES ~ SCHEDULE ~ BUSINESS HALL ~ SPONSORS ~ PROPOSALS ~
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[ All times are Pacific Time (GMT/UTC -7h) /- ,i-h /% \\_,.

IRonMAN: InterpRetable Incident Inspector Based ON Large-Scale Language Model and
Association miNing

Sian-Yao Huang | Data Scientist, CyCraft Technology

Cheng-Lin Yang | Senior Data Science Architect, CyCraft Technology
Chung-Kuan Chen | Security Research Director, CyCraft Technology
Format: 40-Minute Briefings

Track: @ Al, ML, & Data Science

Contextual incident investigation and incident similarity assessment are crucial components of modern IR and proactive threat hunting
strategies. However, current automated systems often rely on pattern- and heuristic—based approaches due to their reliability and
competitive performance. These approaches lack the ability to correlate events with contextual information and are susceptible to evasion
through slight variations, resulting in false alerts. Recent advances in large-scale language models (LLMs) have shown promising results in
language representation. By adopting LLM embedding strategies for security incidents, contextual relationships and similarities of events can
be modeled, leading to a reduced false alert rate. However, LLM-based approaches often lack interpretability, which is essential for security
analysts.

In this work, we propose the first explainable LLM-based incident inspector. We combine a large-scale language embedding model with a
frequent association algorithm to extract significant tokens, providing strong interpretability for incident similarity in feature space
representation. Moreover, the contextual comprehension capabilities of the LLM ensure robustness against input variations.

We demonstrate the practicality of our method in real-world incidents by applying it to our global visibility platform (200M+ events per day).
The significant tokens generated by our model clearly identify the reasons why incidents are believed to stem from the same APT groups.
Additionally, compare the results generated by our method to feedback from security analysts and thus provide different analytical
perspectives for incident analysis.

In conclusion, our method seamlessly merges traditional incident response strategies with advanced data science techniques, enriching the
information available to security analysts. Moreover, our method can be applied to incident similarity, attribution and archiving. Our work,
along with the comparative analysis, serves as a catalyst for the development of even more robust and interpretable methods for incident
analysis.
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CyCraft Technology

The largest cybersecurity conference,
CYBERSEC 2023, has successfully ended. Thank
you, everyone, for coming and visiting us at
our booth!

We' re also thr_
innovation, XCc
an Al threat inv
combines EDR,
Powered by the
Language Mod
virtual analyst,
analysis, and th |
reducing MTTI,
minutes.
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Operations at Japan's Port of Nagoya resume, after
probable LockBit ransomware attack

JULY 06, 2023

Ref:https://industrialcyber.co/transport/operations-at-japans-port-of-nagoya-resume-after-probable-lockbit- =
ransomware-attack/ MCYCRNF7T
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Devices

ERAER
Applications

£ 58
Networks

Bl
Data

AB
People

BLRIE
Governance

15 fEZ2FE AR E I
JJ: tCDM E/ ~ lg\ J = I
5 Al s 5 &
Biidildentity  PA#Protect || {8#lDetect [EMERespond || {ERRecover
- ADZ 7R 054 R4 6530 R [ 6 (EDR)
IR D
i
E MRS RS R BB THRISEH
Biw % =
iR0s FE AR IUB5 K i
O OMWAR
A2 WA 5 47 F A (SIEM) g
g; AR R -
BRI B K 5 MUzC PR I5U %8 (DDos) B i ) &
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/SandBox ‘ ‘ - oy
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Identify Protect Detect Respond Recover
|
- ~I~ MPM Module ~Is CyCraft AIRMDR
Devices [Eiﬁ BIBE ] [ﬁiﬁ SE RS ]

Applications
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\7) ThreatWall (TIG) 4EREE B RHE g2 || &=
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https://owasp.org/www-project-cyber-defense-matrix/
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(¢ xcockPIT

)& xcockeiT

Dashboard

CyCraft Al Copilot

(27 =2 77 = 35 BE 19
>ERUEZBBEE
Comprehensive Threat Monitoring
EDR I ®h 2 BT + AD f5H#ERIREIE + ASM BB EE

> [ b 85 Il £ = i@ R 1R =

Risk Identification And Team Performance Metrics
e E R FER L - BEZERZENRIGE MTTD / MTTI

> B Al BB #7ET
Al-powered Virtual Analyst
25 Al BEIDN - BAMERSRRE - REATDRAKN - B8 TEYR

>EMRBIEEZ A

New Visualized Cybersecurity Dashboard
REAGRENHE - WIRHBZEELZEERS - RBERBOTWRS
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HEBERIBDIT > AapFasssrrycs . guaEss  SEREsE
Root Cause Analysis ERE 24 Root Cause - BEN O ITENRER RSB

CyCraft
)(( XCOCKPIT Dashboard Endpoints Incidents Reports Management Q 3 . DEM(?CWMW
AWV

ncidents > INVESTIGATED) 1551 IP #9 Web Shell IE 347 SISIISSEEN
HP470XN : -
Event Severity [FAlRS Search Event

£ 2023-04-1510:41:52

13:48 13:45 13:58 13:55 14:80 14:05

a DMZ [E Server
0s Windows Server 2012 R2 Standard
@ 192.168.12.34

1 Incidents 1 Investigated
[}
1 Confirmed 8 Reopened
2023-84-15
1 Closed 10 In Progress
‘\3:39:89. D:\temp\wmi.vbs

Issues Order by |SFirSTAISHETime | 4

13:39:39@ cscript d:\temp\wmi.vbs /cmd 192.168.12.68 user:MyCo 9 Execution © 2023-04-15 13:41:52

'INVESTIGATED C:\Windows\system32\cmd.exe
4 IP B Web Shell IR 94 13:39:39 @ "C:\Windows\system32\cmd.exe" /c cscript d:\temp\wmi. Details
© 2023-04-15 13:41:52

| Malware 13:40:01 @ "C:\Windows\system32\cmd.exe" /c dir d:\temp\
| Web Attack

| Suspicious Activity

"C:\Windows\system32\cmd.exe" /c C:
. N . \Windows\System32\wbem\wmic.exe
13:41:52 @ "C:\Windows\system32\cmd.exe" /c C:\Windows\System32\ \node:192.168.12.68 /user :MyCompany\admin@1 /
48 6 . "
assword:1gaz2wsx process call create "cmd.exe /c
Total Events Alerted Events Subject C:\Windows\system32\cmd.exe zhoaml > C('l\window[sl\temp\v txt"
Account SYSTEM

Information 192.168.12.60 oD 14200

CyberTotal Alert Network + 192.168.12.60

L « Parent Process: C:\Program Files\Microsoft SQL
Server\MSSQL10_50.HP470XN\MSSQL\Binn\sqlser
vr.exe (PID:1740)

« Outbound connection to 192.168.12.60

INVESTIGATED
2023-0415-Web Attack

© 2023-84-15 11:54:36
13:42:12 @ C:\Windows\System32\wbem\wmic.exe /node:192.168.98.6
| Malware
| Suspicious Activity
13:42:34 @ C:\Windows\System32\wbem\wmic.exe /node:192.168.96.6

26 MITRE ATT&CK®
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& xcockPIT

Incidents

Pinned Only

Endpoint

First Alert Start Time

HEMERHGEIE

Automated Case Management

|

o)

First Alert End Time

I

o)

Issue Name

Alert ID

States
[] In Progress
(] investigated

[] Reopened
[:] Confirmed

l:] Closed

Attack Types

[ Ranenmwara

> Al BIBEEEHESEN  BFHEZZEETT Alert Triage

Dashboard Endpoints

10 Search Results

fis HP470XN

INVESTIGATED

4 IP BY Web Shell BB 534
© 2023-84-15 13:41:52

| Malware
| Web Attack
| Suspicious Activity

48 6
Total Events Alerted Events

[Es HP1790!

CONFIRMED

2023-0409-Malware
© 2023-84-89 16:49:04

| Suspicious Process

25

Total Events Alerted Events

fir MKT321T

2023-0402-Attacker Activity
© 2023-84-082 15:54:21

| Web Attack
| Suspicious Process

> ERANEAR

Incidents Reports Management

fis HP470XN

INVESTIGATED
2023-0415-Web Attack
© 2023-84-15 11:54:36

| Malware
| Suspicious Activity

26 7
Total Events Alerted Events

[#r DELL2311TN

INVESTIGATED

2023-0404-Malware
© 2023-84-04 10:38:082

| Malware

2082 20
Total Events Alerted Events

[is OFFICE5022T

CLOSED

2023-0416-Malware
© 2023-84-02 13:42:44

| Suspicious Process

[is HP470XN

2023-0415-Attacker Activity
© 2923-84-15 89:14:30

| Malware
| Suspicious Activity

496 1
Total Events Alerted Events

fim PCC232

2023-0403-Malware
© 2022-84-83 14:33:59

| Malware

6
Total Events Alerted Events

A6 a CyCraft

— DEMO Company

Order by [FFirstAlert Time | &

[t David210t

2023-0415-Attacker Activity
© 2p23-84-14 23:58:36

| Web Attack
| Suspicious Process

24 1
Total Events Alerted Events

[Es x201T

CLOSED
2023-0403-Malware
© 2022-84-83 11:08:09

| Malware
| Attacker Activity
| Suspicious Activity

35

Total Events Alerted Events

MNCYCANFT




Al EBIEZ 59 TEN SHIRES - EREMRY

Al-powered Visual Cyber Analyst A RSN EED

' CyCraft
XCOCKPIT Incidents P e

Incident Viewer

> 2
: State

HP4 9 Execution © 2023-04-15 13:41:52
C:\Windows\system32\cmd.exe
il A BOHRE

& DMZ & 7£ DMZ [EH) HP470XN Server £, Al 3R 7T BRMREEEH, 7£ 2023%F 45 Details

gesdindow 150 13:41 E 14:16 2z, #3346 AFHF. EBLEFEHPHNREFESR Web

Sl Shell IREFAFBBMA, MITRE ATTRCK ID 42#E T1505.003, T1003.003 'G: Windowsystesz\ond.exe” /o C: p
cider S ITHEIT 3 M8 \Wind \System32\ \wmic. A\ :192.168.12.60 /

ct o BREREMT CMD.EXE # SCHTASKS Sy BT TR EEEM, LURFEAMRA usé?:ﬁcgomg:nsTadmgngT yg;(s:ssgid:?ga;wsx process call create

B, A, RBRESEEURREEIE NTDS #R, ERREEELHE, "cmd.exe /c whoami > c:\windows\temp\v.txt"
Dt e B R E R E

1 Conf
1 Close PID 14200

e Netwo * 192168.12.60

Eiﬁ}aﬁﬁ S _ R - . Information « Parent Process: C:\Program Files\Microsoft SQL

ZER FRIRSRATREC R, SRR MEM LB S LRMAFIEEES. 8 Server\MSSQL10_50.HP470XN\MSSQL\Binn\sglservr.exe
EREEHRFNTREE, HASH ETREMERICE. RETRG NTDS #R (PID:1740)

INVESTIG i ——a - « Outbound connection to 192.168.12.60

o) 1P EBEZIRE, WEIRFRERERERNZERE (Lateral Movement),

© 2023-8 MITRE ATT&CK®

Issues Ord

| Malware

| Web Atta (827888 Command-Line Interface

| Suspicio
_ Scheduled Task/Job: Scheduled Task

_ Server Software Component: Web Shell

INVESTIG
2023-04

© 2023-0 tSQL

n\sqlser

| Malware

Y -
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o a o NetScan find The Target

DarkWeb Credential o Login o
(o0 emm] >
(coo emm)

B
»

Server-CREEPER Server-XD001
Windows Server 2003

e NLBrute RDP Brute

Anydesk remote
(RDP ~ PsExec)

A 4

<
o

Threat Actor
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) ( XEDEKPIT Dashboard

>
CREEPER
D 2023-85-17 16:33:12

CYCORP
Windows Server 2019 Datacenter 1809
192.168.41.14

6 Incidents 3 Investigated
0 Confirmed 0 Reopened

2 Closed 0 InProgress

Incidents Order by = First Alert Time

Incidents Reports

INVESTIGATED) 2023-0504-Malware

Event Severity | All~ Q

Reset

12:89 12:12

12:086:28 ® [C:\lINDOIS\Systa-!Z\rundllsz.an

INVESTIGATED

2023-0504-Malware
20823-85-84 12:06:20 (14m)
| Malware

| Attacker Activity
| Suspicious Activity

27 3
Total Events Alerted Events

CLOSED

2023-0504-Malware
2823-85-84 18:12:12
| Suspicious Process

| Malware
| Attacker Activity

1 7
Total Events Alerted Events

| Suspicious Activity

MERGED

2023-0503-Suspicious Process
© 2023-85-83 15:57:07 (2m)

| Suspicious Process | Suspicious Activity
| Malware

| Attacker Activity

Subject C:AWindows\SysWOWE4\rundll32.exe
Account CREEPER
Information 192.168.41.19

COBALTSTRIKE1 ~ METASPLOIT.SH1

\127.0.0.1\ADMINS$\3aP08d3 .exe

\\127.0.6.1\ADMINS\32008d3. exe

net user poweranger 1qaz\@WsSX /ADD

C:\NINDOWS\system32\cmd.exe /_poweranger 1qaz\@WSX /ADD

C:\NINDOWS\system32\net1 user poweranger 1qaz\@WSX /fADD

schtasks /Create /SC MINUTE /.. \Administrator\updater.dll”

G:\Windows\System32\WindowsP.. YAKWAKAE sAKQApAHWASQBFAFgA

"C:\WINDOWS\system32\cmd.exe" /c echo dump start

"C:\WINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

"C:\WINDOWS\System32\Windows.. BATABZAGEADQAUAGGABQB2AA==

BetaMe

Al-SOC-DEMO

9 Execution
C:\Windows\SysWOWE4\rundll32.exe

Details

C:\WINDOWS\System32\rundl132.exe

1732
= 192.168.41.19
COBALTSTRIKE.1

= Parent Process:
\Device\Mup\127.0.0.1\ADMIN$\3a008d 3.exe (PID:972)
C:\WINDOWS\System32\rundli32.exe
Analysis: NETWORK FUNCTIONS
Directory: C:\USERS\ADMINISTRATOR
Suspicious Code - 00043B0000
Suspicious Code - 0003FE0000
Analysis: REFLECTIVE CODE LOADING
Analysis: THREAD FUNCTIONS
Outbound connection to 192.168.4119
Suspicious Code - 0001260000
Analysis: APT MALWARE

MITRE ATT&CK®

S8154  Cobalt Strike

© 2823-85-04 12:86:20

MNCYCRANFT




Dashboard

Y« xcockPIT

>
CREEPER
) 2023-85-17 16:33:12

= CYCORP
05 Windows Server 2019 Datacenter 1809
@

192.168.41.14
6 Incidents 3 Investigated
0 Confirmed 0 Reopened

2 Closed 0 InProgress

Incidents Order by | First Alert Time ~

INVESTIGATED

2023-0504-Malware
© 20823-85-84 12:06:20 (14m)
| Malware

| Attacker Activity
| Suspicious Activity

27 3
Total Events Alerted Events

CLOSED

2023-0504-Malware
© 2023-85-84 18:12:12

| Suspicious Process | Suspicious Activity
| Malware

| Attacker Activity

1 7
Total Events Alerted Events

MERGED

2023-0503-Suspicious Process
© 2023-85-83 15:57:07 (2m)

| Suspicious Process | Suspicious Activity
| Malware

| Attacker Activity

Endpoints Incidents Reports

INVESTIGATEDY 2023-0504-Malware

Event Severity = All~ Q

Reset

2023-85-84

12:06:20 @ [ C:\WINDOWS\System32\rundll32.exe

C:\Windows\SysWOWE4\rundll32.exe
Account CREEPER
Infarmation 192.168.41.18

COBALTSTRIKEA  METASPLOIT.SH1

Subject

\127.0.8.1\ADMINS\3a008d3 . exe

\\127.0.0.1\ADMINS\3a008d3 . exe

net user poweranger 1qaz\@WSX /ADD

C:\NINDOWS\system32\cmd.exe [_.poweranger 1qaz\@WSX fADD

C:\WINDOWS\system32\net1 user poweranger 1qaz\@WSX /ADD

schtasks /Create /SC MINUTE /. \Administrator\updater.dll®

C:\Windows\System32\WindowsP.. YAKWAKAEsAKQApAHWASQBFAFgA

"C:\WINDOWS\system32\cmd.exe" /¢ echo dump start

"C:\WINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

"C:\WINDOWS\System32\Windows.. BAIABZAGEADQAUAGgABQB2AA==

BetaMe
Al-SOC-DEMO

Change State

i 2
£ 2023 §£584H 12:06:20 = 12:16:21 ¥ » {IF* "CYCORP" Bfil-h » % =
CREEPER HIZE62 81T LTRSS - i 12:06:20 » M HRHEHTNE
#8156 "CobaltStrike” BEESENREDETH TALE "Metasploit" El
EEE{H#iTiE (Technique ID: T1003.000, OS Credential Dumping;
T1550.000, Use Alternate Authentication Material; 50154, CobaltStrike, a
post-exploitation and lateral movement tool; T1055.000, Process

Injection. Malware: COBALTSTRIKE, METASPLOIT) - £ 12:16:21 » B#
{EAEF " powershell.exe™fl"reg.exe” XN HItRINBRNEZ RS TES
shA:Bi# (Technique ID: T1003.005, OS Credential Dumping: Cached
Domain Credentials; T1027.000, Obfuscated Files or Information;

T1003.002, 0S Credential Dumping: Security Account Manager) =

9 Execution © 2023-85-04 12:06:28
C:\Windows\SysWOWE4\rundll32.exe

Details

C:\WINDOWS\System32\rundl132.exe

1732
= 192.168.41.19
COBALTSTRIKE.1

= Parent Process:
\Device\Mup\127.0.0.1\ADMIN$\3a008d3.exe (PID:972)
C:\WINDOWS\System32\rundli32.exe
Analysis: NETWORK FUNCTIONS
Directory: C:\USERS\ADMINISTRATOR
Suspicious Code - 00043B0000
Suspicious Code - 0003FB0000
Analysis: REFLECTIVE CODE LOADING
Analysis: THREAD FUNCTIONS
Qutbound connection to 192.168.41.19
Suspicious Code - 0001260000
Analysis: APT MALWARE

MITRE ATT&CK®

58154 | Cobalt Strike

MNCYCRANFT




) ( XEDEKPIT Dashboard

>

CREEPER

) 2023-85-17 16:33:12

= CYCORP
05 Windows Server 2019 Datacenter 1809
& 192.168.41.14

6 Incidents 3 Investigated
0 Confirmed 0 Reopened

2 Closed 0 In Progress

Incidents Order by | First Alert Time~

Incidents Reports

INVESTIGATEDY 2023-0504-Malware

All~

INVESTIGATED

2023-0504-Malware
2023-85-84 12:06:20 (14m)
| Malware

| Attacker Activity
| Suspicious Activity

27 3
Total Events Alerted Events

CLOSED

2023-0504-Malware
© 2823-85-84 18:12:12
| Suspicious Process | Suspicious Activity

| Malware
| Attacker Activity

1 7
Total Events Alerted Events

MERGED

2023-0503-Suspicious Process
© 2623-85-83 15:57:07 (2m)

| Suspicious Process | Suspicious Activity
| Malware
| Attacker Activity

T
12:89 12:12 12:15
COBALTSTRIKE.1 =~ METASPLOIT.SH1

\127.8.8.1\ADMINS\3a088d3 . exe
\\127.08.0.1\ADMINS\3a008d3 . exe

net user poweranger 1qaz\@WSX /ADD
C:\NINDOWS\system32\cmd.exe /. poweranger 1qaz\@WSX /ADD
C:\WINDOWS\system32\net1 user poweranger 1qaz\@WSX /ADD
schtasks /Create /SC MINUTE /. ‘\Administrator\updater.dll”
C:\Windows\System32\WindowsP . YAKwAkAE sAKQApAHWASQBFAF gA

"C:\WINDOWS\system32\cmd.exe" /c echo dump start

"C:AWINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

Subject C:\Windows\System32\reg.exe
Account ADMINISTRATOR

"C:\WINDOWS\System32\Windows.. BATABZAGEABQAUAGGAaQB2AA==

"C:\WINDOWS\system32\cmnd.exe" fc echo T1145-1 start

BetaMe
Al-SOC-DEMO

Change State

] E){acution © 2623-85-84 12:16:21
C:\Windows\System32\reg.exe

Details

“C:\WINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

4832
5-1-5-21-3188494444-2937684683-888728269-500

= Parent Process:
C:\Windows\System32\WindowsPowerShell\v1.0\powersh
ell.exe (PID:900)

MITRE ATT&CK®

T1883.882 | OS Credential Dumping: Security Account Manager
T1883.885 | 05 Credential Dumping: Cached Domain Credentials
T1859.881 | Command and Scripting Interpreter: PowerShell

MNCYCRNFT




) ( XEDEKPIT [PEELLET ]

>

CREEPER
) 2023-85-17 16:33:12

CYCORP
Windows Server 2019 Datacenter 1809
192.168.41.14
B Incidents 3 Investigated
0 Confirmed 0 Reopened

2 Closed 0 In Progress

Incidents Order by | First Alert Time

INVESTIGATED

2023-0504-Malware
© 2023-85-84 12:06:20 (14m)
| Malware:

| Attacker Activity
| Suspicious Activity

27 3
Total Events Alerted Events

CLOSED

2023-0504-Malware
© 20823-85-84 108:12:12
| Suspicious Process

| Malware
| Attacker Activity

1 7
Total Events Alerted Events

| Suspicious Activity

MERGED

2023-0503-Suspicious Process
© 2023-85-83 15:57:87 (2m)

| Suspicious Process | Suspicious Activity
| Malware

| Attacker Activity

Endpoints Incidents Reports

INVESTIGATEDY 2023-0504-Malware

Event Severity | All~

12:09 12:12
COBALTSTRIKE1 = METASPLOIT.SH1

\127.8.8.1\ADMIN$\3a008d3 . exe

\\127.0.8.1\ADMINS\3a008d3 . exe

net user poweranger 1qaz\@WsX /ADD

C:\WINDOWS\system32\cmd.exe /. poweranger 1qaz\@WSX /ADD

C:\WINDOWS\system32\net1 user poweranger 1qaz\@WSX /ADD

schtasks /Create /SC MINUTE /. \Administrator\updater.dll®

C:\Windows\System32\WindowsP_.YAKWAKAE sAKQApAHWASQBFAFgA

"C:\WINDOWS\system32\cmd.exe" /c echo dump start

"C:\WINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

Subject C:\Windows\System32\reg.exe
Account ADMINISTRATOR

"C:\WINDOWS\System32\Windows.. BATABzAGEADQAUAGgAaQB2AA==

"C:\WINDOWS\system32\cmnd.exe" fc echo T1145-1 start

BetaMe
Al-SOC-DEMO

Change State

an: 2
£ 2023 §£584H8 12:06:20 E 12:16:21 #ifE » {if* "CYCORP" B¥ilh » £5 -
CREEPER (48 84 7 I FA AR - £ 12:06:20 » MRBmEHNE P
#0126 "CobaltStrike” MERBEFNEBE TALIR "Metasploit” Eil
BEB{EMITE (Technigue ID: T1003.000, OS Credential Dumping;
T1550.000, Use Alternate Authentication Material; S0154, CobaltStrike, a
post-exploitation and lateral movement tool; T1055.000, Process

Injection. Malware: COBALTSTRIKE, METASPLOIT) = fE 12:16:21 » B
(A $ "powershell.exe"H"reg.exe” R EARIEBNL 20 S E28
PRRUEE (Technique ID: T1003.005, OS Credential Dumping: Cached
Domain Credentials; T1027.000, Obfuscated Files or Information;

T1003.002, 05 Credential Dumping: Security Account Manager) =

o Execution © 2023-85-84 12:16:21

C:\Windows\System32\reg.exe

Details

"C:\WINDOWS\system32\reg.exe" save HKLM\SAM sam.hiv

4832
S$-1-5-21-3188494444-2937684683-888728269-500

= Parent Process:
C:\Windows\System32\WindowsPowerShell\v1.0\powersh
ell.exe (PID:900)

MITRE ATT&CK®

T18683.882  OS Credential Dumping: Security Account Manager
T18683.885 OS Credential Dumping: Cached Domain Credentials

T1859.881 | Command and Scripting Interpreter: PowerShell

MNCYCRNFT




2023-0504-Malware - Incident Viewer

Event Graph | Incident Briefing Note Switch to 2D Graph

o

£ 2023 F£584H 12:06:20 F 12:16:21 }BRE » {iift "CYCORP" BB+ » &%
CREEPER 94§ E84 T LU TERMES - £ 12:06:20 » M SR EHTRECE
15 "CobaltStrike" EE# 21BN MBI TR LR "Metasploit" EEEE
REMITH (Technique ID: T1003.000, OS Credential Dumping; T1550.000,
Use Alternate Authentication Material; S0154, CobaltStrike, a post-
exploitation and lateral movement tool; T1055.000, Process Injection.
Malware: COBALTSTRIKE, METASPLOIT) - 7E 12:16:21 » BIRRE{ERIE
<"powershell.exe"#l"reg.exe" WL RAUERRMNZ 20, SRS PR
# (Technique ID: T1003.005, OS Credential Dumping: Cached Domain
Credentials; T1027.000, Obfuscated Files or Information; T1003.002, 0S
Credential Dumping: Security Account Manager) °

-1

IR RE L WS A B R E AT A - EBIREETFHE5

1.NAMRREZ 2 - EFFENRFRENRERARES » REATSERRE -

2. B Ak ESAENEKFTARREHTEE 0 UENEFIERMN TEAMT » B
BFRAERBER TR

3.IIBMETTIRE - WAMRES PR WAVIRRS - FEETHENERRE RS A
FEESRAEDENEES -

4 S RENPERRP A BIIRS B - WIEIREYABAE RSN RERS o LIRR{EiRaY
SRR

The above analysis summary is automatically generated by a virtual
analyst Al model and is for reference only. The generated content may be
incomplete or incorrect. For a complete analysis of the case, please

9 Execution
© 2023-85-84 12:16:21
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Details

“C:\WINDOWS\System32\WindowsPowerShell\v1.8\powershell.exe" -
noP -sta -w 1 -enc
UgBlAGcALgB1AHgAZQAgAHMAYQB2AGUATABIAESATABNAFWAUWBBAEBATABZA
GEADbQAUAGgAaQB2AA==

200

S-1-5-21-3188494444-2937684683-888728269-500

* Parent Process:
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
(PID:4332)

MITRE ATT&CK®

T1883.8682  OS Credential Dumping: Security Account Manager
T1883.885  OS Credential Dumping: Cached Domain Credentials
T1827.888  Obfuscated Files or Information

T1859.881  Command and Scripting Interpreter: PowerShell

MNCYCRANFT




MPM 1248 ENBEPE 2k Lockbit #hZ=Ehfa

Dashboard Endpoints Incidents Reports

Y& xcockpPiT

s Event Details

z2) RANSO}

€ 2023-0:

9 Threat Activity

C:\Users\xuser\Desktop\Lockbit3.exe/(HAS BEEN QUARANTINED)

a LockME
0S Windows 10 Pro
® 10.50.34.132 800

XUSER
TROJAN.RANSOM.BLACKMATTER.H
03B14473EEF5B7E38D9A5041C1AFOA76

2 Incidents
0 Confirmed

0 Closed
» Triggered Process: C:\Windows\explorer.exe (PID:800)

 This file has been successfully quarantined!
« File Size: 162 KB
* Source: Malware Protection

Incidents Order
by

INVESTIGATED

2023-0711-Ran
© 2023-07-11 °

| Ransomware
| Malware

6 4
Total Events Alerted Events

13:41:54 A\ C:\Users\xuser\Desk.. BEEN QUARANTINED)

Management

jason.lin@cyca...

! 3647 Al-SOC-DEMO

Change State v

@
S

© 2023-07-11 13:41:54

3-07-11 13:30:02

.exe

JA5041C1AFBA76
Close

CKMATTER.H

» Triggered Process:
C:\Windows\explorer.exe (PID:800)

MNCYCRANFT
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