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Continuous Threat Exposure Management
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5 Steps in the Cycle of Continuous Continuous Threat Exposure Management

Threat Exposure Management
Inform Enrich
B .
Governance Risk and Threat Detection
Compliance (GRC) and Response
Drlve Prioritize

Initiate J I Validate

Iscovery g,
9
23
Treatments and Security
Posture Optimization
Gartner.
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REDUCING DIGITAL
FORENSIC
INVESTIGATION TIME
WITH CYCRAFT'S
CYCARRIER AIR

PLATFORM

Frost & Sullivan (2019)

{FIF cycCraft B4 CyCarrier AIR
Platform iRl 2 L4 PR 7 Z A &5
) (Reducing Digital Forensic
Investigation Time with CyCraft’s
CyCarrier AIR Platform)
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Market Guide for Al Startups, Greater China
Published 22 July 2021 - ID G00731202 - 17 min read

By Analyst(s): Tracy Tsai

Initiatives: Artificial Intelligence

Greater China's Al startup i ontinues to diversify and

Gartner (2021, 2022)
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(Market Guide for Al Startups,
Greater China)
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IDC PERSPECTIVE

Intelligence-Led Cybersecurity — Examples of Two Asia-
Headquartered Al-Enabled Security Providers

Cathy Huang Jeff Yong Xun Xie

EXECUTIVE SNAPSHOT

FIGURE 1

Executive Snapshot: Intelligence-Led Cybersecurity — Examples of Two Asia-
Headquartered Al-Enabled Security Providers

IDC Perspective (2021)
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Emerging Tech: Adoption Growth Insights for
Managed Detection and Response

Published 7 September 2022 - ID G00762889 - 17 min read
By Analyst(s): Mark Wah

Initiatives: Emerging Technolegies ani

d Trends Impact on Products and Services

Gartner (2022, 2023)
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IRonMAN: InterpRetable Incident Inspector Based ON Large-Scale Language Model and
SPEAKERS Association miNing

Ser D o s,y ey | R TYRNATE ¢ B75PEMARIRZ
Security Research Director, CyCraft Technology

-

Date: Thursday, August 10 | 10:20am-11:00am ( Jasmine AE, Level 3 )
Format 40 te Briefings

Track ’ Al, ML, & Data

Contextual incident investigation and incident similarity assessment are crucial components of modern IR and proactive threat hunting
strategies. However, current automated systems often rely on pattern- and heuristic-based approaches due to their reliability and
performance. These approaches lack the ability to correlate events with cor
= language models (LLMs) have shown promising results in

xtual information and are susceptible to evasion

slight variations, resulting in false alerts. Recent advances in large-sca
ntation. By adopting LLM embedding strategies for security incidents, contextual relationships and similarities of events can
. leading to a reduced false alert rate. However, LLM-based approaches often lack interpretability, which is essential for security

analysts.
In this work, we propose the first explainable LLM-based incident inspector combine a large-scale language embedding model with a
frequent association algorithm to extract significant tokens, providing strong interpretability for incident similarity in feature space
representation. Moreover, the contextual comprehension capabilities of the LLM ensure robustniess against input variations,

world incidents by applying it to our global visibility platform (200M+ events per day)

We demonstrate the practicality of our method in e
sons why incidents are believed to stem from the same APT groups

ignificant tokens generated by our model clearly identify the r
e the results generated by our method to feedback from security analysts and thus provide different analytical

for incident analy:

vanced data science techniques, enriching the

In conclusion, our method seamlessly merges traditional incident response strategies with a
information available to security analysts. Moreover, our method can be applied to incident
with the comparative analysis, serves as a catalyst for the development of even more robust and interpretable methods for incident

analysis.
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Endpoint
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Total Events Alerted Events

= CODERED

CLOSED

2023-0503-Malware
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