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3. Disclosure of personal information

In certain circumstances we may provide your Personal Information to third parties without

further notice to you, unless required by the law:

IR Lo (o] X=Tale INT=TaViTol M 2/ ol Te [ZT&Hl [0 assist us in meeting business operations needsgjlehte}

perform certain services and functions, we may provide Personal Information to vendors
and service providers, including providers of hosting services, customer service vendors,
cloud services, email communication software, web analytics services, and other
information technology providers, among others. Pursuant to our instructions, these

parties will access, process, or store Personal Information only in the course of

performing their duties to us.
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updated since yesterday
Q-] — 4630 / /

601 cves created, 3306 cves 12 141
updated in the last 7 days 23 967
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Known exploited vulnerabilities
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& cvcore

05 Windows Server 2019 Datacenter 1809
@ 192168.4114

Dashboard

6 Incidents 6 Investigated

0 Confirmed 0 Reopened

0 Closed 0 InProgress

Incidents Order by | FirstAlert Time | +
INVESTIGATED |

2023-0504-Malware

© 2023-05-04 12:06:20 (14n)
| Malware

| Attacker Activity

I Suspicious Activity

27 3
Total Events. Noteworthy.

2023-0504-Malware (en)
© 2623-05-04 12:06:20 (14m)

are
I Attacker Activity
ISuspicious Activity

27
Total Events

3
Noteworthy
/INVESTIGATED |

2023-0504-Malware (ja)
© 2023-05-04 12:06:20 (14m)

I Malware

Endpoints Incidents Reports
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12:08 12:10 122 12004 12:16 1218 12:20
12:15:49 @) c: _ a8, oA v
12:16:15 (©) *C:\WINDOWS\systend2\cad.exe” /c echo dump start v
12:16:21 (®) "C:\WINDOKS\eystend2\reg. exe™ save HKLH\SAN sam.hiv v
it © [
Subject
Account  ADMINISTRATOR
12:16:27 (©) "C:\WINDOWS\systed2\cnd exe” /c echo T1145-1 start v
12:16:27 (C) *C:\WINDORS\systen32\cnd. exe” /o echo dump Finished v
12a7:01 @ c: 8. @ v
12:17:02 (©) "C:\WINDOWS \systea32\whoami. exe” /user v
12:17:07 (C) "0:\WINDOWS\systeas2\cad .exe” /c scho T1145-1 finished v
12:17:11 (©) "C:\WINDOWS\eystons2\cnd .axa" /c acho T1696-1 start v
_ A, o v

12:17:54 . :
~
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Change State v
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)(( XCOCKPIT Dashboard Endpoints
EASM Assets | Graph  Remediation Plans
Domain
Risk Asset Vs Type v
@ 2017itsurvey.apple-tech.inc FQDN
@ eleaming.apple-tech.com FQDN
@ epmd.apple-tech.inc FQDN
@® eportal.apple-tech.com FQDN
@ 128.233.68195 ®
@ fex.apple-tech.com FQDN
@ healthy.apple-tech.com FQDN
@ sso3.apple-tech.com FQDN
COUNT @2

| elearning.apple-tech.com - Events @&

Severity $ Event Time $ Identity

10 2023-98-30 2:14 Surface

10 2023-08-30 2:14 apple-1ech02797

Domain | apple-tech.com

~ 28 IP Address

Information

hitps://2017itsurvey.apple-tech.com/survey...

Junl.

https://epmd.apple-tech.inc/
htips://eportal.appie-tech.com/irj/portal
hostname: NA, windows 10 Enterprise x64
https://fex.apple-tech.com/LoginWebUser.a...
htips://healthy.apple-tech.com/nws
hitps://sso3.apple-tech.com/

PAGE @) OF 4

v § Edge Type

Last Seen

2023-08-30 62:14
2023-98-30 82:14
2023-98-30 82:14
2023-08-30 02:14
2023-08-30 02:14
2023-08-30 02:14
2023-08-30 82:14

2023-88-30 02:14

v

° CyCraft A SOC

A\

@ Updated 2624-81-10 23:46 Domain Functions v

Status $

Unreachable

Unreachabie

Unreachabie

Unreachable

Unreachable

Unreachable

Unreachable

Unreachable

v § Category

Compromised Endpoint

Compromised Credentials

Device

User

~” 4

Tags

L L INTRAeT ]
Lo L INTRANET
L INTRANET)
L WTRaneT]
|COMPROMISED

LU L INTRARET ]
Ll INTRANET
L INTRANET)

)
=
3
2
&
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