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3. Disclosure of personal information

In certain circumstances we may provide your Personal Information to third parties without

further notice to you, unless required by the law:

IR Lo (o] X=Tale INT=TaViTol M 2/ ol Te [ZT&Hl [0 assist us in meeting business operations needsgjlehte}

perform certain services and functions, we may provide Personal Information to vendors

and service providers, including providers of hosting services, customer service vendors, '
cloud services, email communication software, web analytics services, and other i
information technology providers, among others. Pursuant to our instructions, these
parties will access, process, or store Personal Information only in the course of

performing their duties to us.
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https://openai.com/policies/privacy-policy/
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With Malware and PUA, the AV-TEST Institute provides an overview of the ¢verall situation regarding malware and potentially malicious software. The samples are categorized according to operating system, malware name or historical development.
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Malware

https://portal.av-atlas.org/malware/statistics
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https://portal.av-atlas.org/malware/statistics

New/Updated CVEs Distribution of vulnerabilities by CVSS scores I 6 O

o—
160 cves created, 448 cves

v

CVSS Score Range Vulnerabilities
updated since yesterday
0- w— 4630
601 cves created, 3306 cves 12 141
updated in the last 7 days 93 - 967
3182 cves created, 6447 3-4 2357
CVEs updated in the last 30 days 45 15073
5-6 30764
) - 6-7 30272
Known exploited vulnerabilities
7-8 4817
Since yesterday Last 7 days Last 30 days
B0  —— 2215
0 1 14
9+ 33684 .—|—>
Recent EPSS score changes Total 186120 3
>5% >10% >50% Weighted Average CVSS Score: 7.5
19 4 1

* For CVEs published in the last 10 years

Vulnerabilities by type & year
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Internal Attack Surface

(AD, Azure ldentity, Endpoints)

External Attack Surface T T —— .
( s : Attack Path Simulation
Application API ) ( )
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CyCraft News Line ID: @Crafty e
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CyCraft News

BEREEZ - Al B8 Crafty

WREREZD Craft AlIFHS Crafty - ESTRRHEPPYEZNE - REAIZEERE—EHAA

Line ID: @Crafty

LF43

= i

A E T2 - B8

THE =B &3 oh AR —{E22 3458 (IThome - TechNews - BusinessNext « InfoSecurity - Theregister ) - AR AT =R

T=IA :

TRl FREARLITBHEZE - FOEIEE s A SHERE -

FE2: ERE-E-E2ER - AdEEEN A -

HAR3  a#g - B @crafty" FIREITE TAF -

AB4  FARBEERHABRREZELNEER - SXIRHFIS0RIEE - REREIAERE -
FE5  HEECyCraftVif & - B oA E X HERREENES - AETHE -
TE6 A MABHERENEER - AR - MARERASNDS -

REE

AR AR - AR USRI CEEIEENELNAR - BRABITARTE CyCraft
FRESIRMAIANB 7R - B ETHE - A2OMGERBETER - 5F - of - REFHEMSER
2% AENASEEEASHER
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WIFI 22 VPN BURETRR? Bsra e —LMeh - &
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HEERBESE LR . A BRI « WIFI 302 VPN WESFE? mi Ll - 8FACVE &S  TTRRS - &4

R HARY RS HTE (2024-02-09 ~ 2024-03-18) - ZUBRZTUIT:

B A ZEERKE - WIFISEVPNAHB M REWIRE - HPesEkBAECVE-2023-6764mE - RFEEHMIXIREE - olaE

BRIRHMITEBEE ; BACVE-2024-21338 A Windowsh E 2=l A8 AppLocker - #LEEEZE= AL azarus
FIFRACGE B A S5 BRARE - b9 - JREVEIBE 7 Hih =@ : CVE-2023-6397 - CVE-2023-6398 - CVE-2023-6399 - IR FIEE
Wi-FifAr B ith S RICVE-2023-6398 )@ - iEtRAM e SN RENL T EE  BREAESRENEEELIRREEaR -

[Notice : B FEHZEEA TSRS R - WAKFE CyCraft 1145 - BHEEE]
https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=10995&mod=1 @FR*ZE HHA: 2024-03-18, 18EE14: 6.1)
https://infosecu.technews.tw/2024/02/15/windows-defender-ransomware/ (#7322 H H7: 2024-02-15, 814 6.0)
https://www.informationsecurity.com.tw/article/article detail.aspx?aid=10990&mod=1 (R HH: 2024-03-15, AR 5.7)
https://www.theregister.com/2024/02/09/a_look_at_fortinet_week/ (ERZEBHA: 2024-02-09, 1883t 5.6)
https://www.ithome.com tw/news/161549 (3§E H1: 2024-02-29, 18514 5.6)

https://www.ithome.com.tw/news/161289 (¥ H #: 2024-02-15, #8R814: 5.5)

BEZARE
ERERZCVE-2024-20320 + TFEHIOS RXFISSHIVEEATRE -

BZET41E Windows Defender - BRER « BEHERS
ARETHEHBERESTED  BIR T —EFRP Microsoft Window
Initiative ( ZDI) & %31

ERARRA
IR B RCVE-2023-48788 » EERI04HIER T HEFERIISNRERRE -

A look at Fortinet's week to forget
An orchestra of fails for the security vendor

[E%BR] 2A298 - Hugging Face FELELIRESHE | gt AFEHNEEMER
EFXEEIFrogfiRAB#R ) Hugging Face BBELHASEWRBERENTEETHE  BERAXZRRAFI0ERF LENAELEEEE R S EER  ERH
BUsEwEAZERT
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Comprehensive Threat Monitoring Risk Identification And Team

Performance Metrics

(Endpoint)
(Identity) .
(EASM) MTTD / MTTI
Al
Al-powered Virtual Analyst Visualized Cybersecurity Dashboard
Al . A
A A

MNCYCRNFT



XCocka

B gzt |

B

e 2 EHESH

@m == R EN IR
e Eﬁzu$"a#ﬁ oA EEEEERM - I

FEIFXBY TR o

RE(CIRE DT LAAW £ ST

E%EE%,\\W$1¢E%H EIF S CRIRE DT
R ARZEB

Al BIEFZ21E50 | BIFTIVE 254 Al REA
BEERSEMNs > AIEESIBONET » L

FRIRS \ AR -

91

=12 (Endpoint

3 xcockPIT

Incidents >

(=] CREEPER

1111 ® 2023-09-20 14:53:13
& cvcore

05 Windows Server 2019 Datacenter 1809
@ 192168.4114

Dashboard

6 Incidents 6 Investigated

0 Confirmed 0 Reopened

0 Closed 0 InProgress

Incidents Order by | FirstAlert Time | +
INVESTIGATED |

2023-0504-Malware

© 2023-05-04 12:06:20 (14n)
| Malware

| Attacker Activity

I Suspicious Activity

27 3
Total Events. Noteworthy.

2023-0504-Malware (en)
© 2623-05-04 12:06:20 (14m)

are
I Attacker Activity
ISuspicious Activity

27
Total Events

3
Noteworthy
/INVESTIGATED |

2023-0504-Malware (ja)
© 2023-05-04 12:06:20 (14m)

I Malware

Endpoints Incidents Reports

(WINVESTIGATED) 2023-0504-Malware

Event Severity [JAIY
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12:08 12:10 122 12004 12:16 1218 12:20
12:15:49 @) c: _ a8, oA v
12:16:15 (©) *C:\WINDOWS\systend2\cad.exe” /c echo dump start v
12:16:21 (®) "C:\WINDOKS\eystend2\reg. exe™ save HKLH\SAN sam.hiv v
it © [
Subject
Account  ADMINISTRATOR
12:16:27 (©) "C:\WINDOWS\systed2\cnd exe” /c echo T1145-1 start v
12:16:27 (C) *C:\WINDORS\systen32\cnd. exe” /o echo dump Finished v
12a7:01 @ c: 8. @ v
12:17:02 (©) "C:\WINDOWS \systea32\whoami. exe” /user v
12:17:07 (C) "0:\WINDOWS\systeas2\cad .exe” /c scho T1145-1 finished v
12:17:11 (©) "C:\WINDOWS\eystons2\cnd .axa" /c acho T1696-1 start v
_ A, o v

12:17:54 . :
~

CyCraft
2 A\ Wsoc-oemo
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Change State v

- -

9 Execution © 2023-05-04 12:16:21

Details ~

-noP -sta -w 1 -enc

UgBIAGCAL
AGEABQAUAGgAQB2AA==
EReRE 78
I xnmw » Ba: welmtﬂ

\ABMEAbQA IAGGAaQB2AA==" » WIEHMR
C\wlunows\ systom32\rog.oxe” savo HKLMISAM samhiv* » ERSHERER

E
nms 005 + T1003.002 05 Credential Dumping « 11027000 EAX AR
II RR—ERRRNEPARWEINS

(PID:4332)
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Automated Case Management
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Root Cause Analysis

> Al A

Al EFFEZ 0 HED

Al-powered Visual Cyber Analyst
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A

Alert Triage A
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Root CauseA
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CyCraft Al Copilot

3 xcockPiT Dssnbosrd  Endpeints  Incicenis  Reporis  Management

> Enhance Analyst
Productivity

p>

Al

> Expand Team Capability
A
A

(EDR+AD)

(MTTD)

(MTTI)

3

)
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> Streamline Workflow

Processes
API

SOC/SIEM
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IRERZEZHEAEIR (Identity)

3 xcockeIT Dashbowd  Endpoints.  ncldents ldentity  Report 40 (@|oemnses

B iRSEEEOMT | B Al REIRSEOVER DT - P T e M
FEfRRZE B BRERAK (Attack Path) » JRIRS (b2 e
AFIEE SR © 2 L

oM /7 / . il = = = ~ 3 % Lj; ¢ . e /, - M“Pmsﬁ v
B Epm@ ol | SRR RIS - Bl | A
RSB S AD IESEIER T F - HRHE oA :
%y E . BOCOSOU s Opink === E:Siu" < & stsen : - 2;??;:5:?“ il
B E({5(HEE  ERSMWER (Attack o oo
Surface) » It 852 %8 Identity R2751% :
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- Privileged Perimeter

Tier Zero Accounts < Administrative Accounts

Tier 2

A EEHEEEIRAT Tier 0 1R > FmBBElEEHE » HRZEIHEEIEIRF - SHAMERH » BBLEENIR

R AT —EEANZZEAR  IRREFHEGRUEERERANREES -
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Indirect Control

GenericAll

GenericAll ‘
>

MIS

Administrative Tier Zero

> UM Z B IRER B faeR ° SR {EERE (Administrative) REIET] SR
(Tier Zero) ; WEEERH BIEAIRERIERZH
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