C

2
o
-

:

B X & AR

MDRﬂﬁﬁEﬁ1§EJ,\ fE -
2021.05.28 &= Al

i
:

—_—

CTI BB IEE

EIEE Wave

e/



< 1Pk - R\

ARSI EZ B ERBEBRANEZSRYRITE—NH R - EEBTHEE -

H
i
.*>.*
| |

NWEH}
\Ilﬁé

REESRERERERESE

£ SRIREMESOOREEZEE - 2019F &= MITRE ATT&CK® WEERFTRAIETE - 2020FET
NEAR  BRERESERRGERN HVPARTA - HEHA  EHEERIIXERAMZ &
BEEESCEHX - MIKKRILER - RESFRHEARRGZEE - BHRAE - HE - BEKFEFRES10M -
FEEMRaEREERHOERES - WALUALEZREH MDR - SOC - BE - EX#E2 - &S - EXE

HERER - UAkZZER TIFSHERERT -

> BZABZ SEZ2BXKiN  RRESRcEBEXSRRHERINEERBEEFES
> HRELREKE =B MITRE ATT&CK APT29 fFRIER RS S EBEINE L Em
> EARSEEESERNE  HRELEEHBHEM FIRST RERKFESZ CCCSIRT EEEEK

> mBEEREE  BEREEREARL 22020285 (Cybersecurity Excellence Awards) 2818 52

CYBER
SECURITY

EXCELLENCE

MITRE ATT&CK AWARDS

* WINNER »
2020

TW-DIDA

aSEpERRRGE

Taiwan Defense Industry Development Association

EZEE Bt e Y 2019 MITRE ATT&CK 2020 BEL =SS HZInterop ISO/IEC
BdRs B E #i i E NZER o) 28 BEE REELZERE 27001



Agenda

> MDR I #h B R EA R 2R AR 75 B Ol (—)

>

HEEE BREUEEERE

> MDR In&h B A B R FE B AI(Z)
> Al BREEZR - EARE "RIEDER

> EREXEHEEELENT BEXEZ ()

>

>

HEBFERERRMELER - M2 EZEENSEE

6 r KERERIE: - AERRARFF?

>

EINEABEERMNER B IBEE S

> /\ BZ R mall KRR IV? BRI —%...

>

*—Hﬁﬂ& RIS

m’.é.'
el



R 15 8 Bl (—)

HEES BXEUEBRZERESL



7% B2 0] B R PR R ez

REEIF: AZIREE1EIDIFE8A
w1
A

2021-05-11 12:00 F &t HRI0HE & + aHEt

BB LAHBEESKAET  HEIERAESRERNRE ( AstraZeneca ) &
HEITEREBET FI1BAZES - oOJR# /2 80% 82019 MR EEEE
(COVID-19 ) FET Al -

DER  EEERAZER ( Pfizer ) MZEEBioNTech& fEM 321 %&

BEHHRE  BEEAKLEEZE ( Public HealthEngland ) E&R - /Y
e
B - $18 o] 58RE80% /I T Al - FT2EIhE DRI AFI97% -

Ref : https://money.udn.com/money/story/5599/5448728

HRAZE B 603K E RE E86%

PR B EE (Korea Disease Control and
Prevention Agency, KDCA) E¥Ht5ZBl#EE 350

BROORKA RKE2MEA » BB RREMIT1
BAZZE1R > R&E I RES6%

KCDA : RAERBEZRFZ T EEE2ER A
PREEHNEE—H R -

BOR AR« SRR T

https://www.korea.kr/news/pressReleaseView.do?newsld=156450427
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O CYBERTOTAL

N oo At I-IT.I-IT. ? CyberTotal Daily Report :
y e r O t a E z o 133 IB/URL(s) in 2020/1/21 has been sent to CyberTotal.

This report contains top 10 high-severity search, top 10 high-risk endpoints and details.

Threat Severity Statistics
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I@ | -
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Top 10 High-Severity Search Detail
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10 [ntep: / /e due. camfet/ thurbs,/£06653. 3pg 6/9 6 mtﬁgﬁmmﬂ’? :;;I;;é;;goi‘; E;i 66/app/intelligence/419eb76d] | |
be

& sex, porn, Pornography,|https://10.50.22.66/app/intelligence/14bdads
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