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Ruckus 7343 Multimedia Hotzone Wireless AP
Status Status :: Device

LOGOUT

Device
Internet Device Name:
Local Submets Device Location:
Wicolens GPS Coordinates:
) ) MAC Address: C4:01:7C:29:C7:D0
Configuration Serial Number: 321204011635
m:'::et Software Version: 9.7.1.0.30
Local Subnets Uptime: 9 mins 49 secs
Wireless Current Time (GMT): Fri May 30 02:47:36 2014
Ethernet Ports LAN Port Status Refresh
Hotspot Port Interface 802.1X Logical Link Physical Link Label
0 eth0 None Down Down 10/100
Maintenance 1 ethl None Down Down 10/100
Upgrade 2 eth2 None Up Up 1000Mbps full 10/100/1000 PoE
Reboot / Reset
Support Info
Administration
Management
Diagnostics
Log

ﬁ_huckus Ruckus 7343 Multimedia Hotzone Wireless AP

WIRELESS
© Copyright 2014 Ruckus Wireless
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Status
Device
Internet
Local Subnets
Wireless

Configuration
Device
Internet
Local Subnets
Wireless
Ethernet Ports
Hotspot

Maintenance
Upgrade
Reboot / Reset
Support Info

Administration
Management
Diagnostics
Log

Ruckus 7343 Multimedia Hotzone Wireless AP

(Helcloli)y

Configuration :: Internet
Need Help?

NTP Server: | ntp.ruckuswireless.com

Management VLAN: 1 ( Need to reboot for change to take effect )

IPv4 Connection Type: () DHCP (o) Static IP () PPPoE

Internet Connection Settings

IPv4 Address: 192.168.1.149 |
IPv4 Subnet Mask: [255.255.255.0 |
IPv4 Gateway: 192.168.1.254 |

IPV4 DNS Mode :  (s) Auto () Manual

IPv6 Connection Type: (*) Auto Configuration () Static IP

IPv6 Primary DNS Server:

IPv6 Secondary DNS Server:

L2TP Connection
L2TP Connection: () Enable (s) Disable

| Update Settings | Restore previous settings

ﬁ“}RUCkUS" Ruckus 7343 Multimedia Hotzone Wireless AP

WIRELESS

© Copyright 2014 Ruckus Wireless
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Ruckus 7343 Multimedia Hotzone Wireless AP

Status
Device
Internet
Local Subnets
Wireless

Configuration
Device
Internet
Local Subnets
Wireless
Ethernet Ports
Hotspot

Maintenance
Upgrade
Reboot / Reset
Support Info

Administration
Management
Diagnostics
Log

Configuration :: Radio 2.4G :: Common

Common | Wireless 1

Wireless Mode: | 2.4GHz (802.11b/g/n) * |
Channel: | SmartSelect * |

Channel Width: | 20 MHz + |

Country Code: | Taiwan :

Advanced Settings: | Edit Common Settings |
— AeroScout RFID

Wireless 2 || Wireless 3 || Wireless 4 || Wireless 5 || Wireless 6 || Wireless 7 || Wireless 8

AeroScout RFID tag detection: @ Disabled Enabled

— Ekahau RFID
Ekahau Settings: (s) Disabled () Enabled

ERC IP Address: ERC Port: 8569

| Update Settings | Restore previous settinas

LOGOUT

Need Help?

ﬁh‘RUCI(US“ Ruckus 7343 Multimedia Hotzone Wireless AP

WIRELESS

© Copyright 2014 Ruckus Wireless
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Ruckus 7343 Multimedia Hotzone Wireless AP

Status Configuration :: Radio 2.4G :: Wireless 1

Device
Internet Common [ Wireless 1 || Wireless 2 | Wireless 3 || Wireless 4 || Wireless 5 || Wireless 6 || Wireless 7 || Wireless 8 Need Help?
Local Subnets
Wireless
Wireless Network: Wireless 1
Configuration Wireless Availability? ~ (s)Enabled ( )Disabled
Device Broadcast SSID? (®)Enabled ()Disabled
Internet -
Local Subnets SSID: | TEST |
Wireless . e
Ethernet Ports Threshold Settings: | Edit Settings |
Hotspot Rate Limiting: | Edit Settings |
. Access Control: Edit Settings |
Maintenance \nEdit:Setingsy
Upgrade Packet Forward: | Bridge to WAN 3
Reboot / Reset T —
Support Info Hotspot Service: | None |
Access VLAN: 1
Administration Dynamic VLAN: Enabled - Disabled
Management -
Diagnostics Insert DHCP option 82? ( )Enabled (#)Disabled
Log Client Fingerprinting?  ( )Enabled (s)Disabled
Encryption Method: | wpA $
WPA Version: (JWPA  (9)WPA2 ( )WPA-Auto
WPA Authentication: (&) PSK () 802.1x () Auto
WPA Algorithm: (O TKIP () AES () Auto
Passphrase: 123456789
Rf Ru&[gy's Ruckus 7343 Multimedia Hotzone Wireless AP
= © Copyright 2014 Ruckus Wireless
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Unleashed Deployment mode

Primary / Master AP C , )
nternet
Internet

ICX Switch

Broadband
Router

Member AP
FROStAR) Member AP

:D e ‘ (Roomp,)) D

Standby-Master

Member AP
(Mesh AP)

Typical Install Mode also Called Master AP in a Gateway Mode.

. theBridgeMode | Master AP can only support100 clients |

Y
JLEAD




Support version (200.x)

[ Documents & Downloads WV Security Bulletins @ KB Articles 4 Forum Topics [2) NEW Advanced Search

Search: Shov v All Versions Z]
No Version #

Name Release Version File Typ il
Ruckus R610 : 200.8

Ruckus Unleashed AP 200.8.10.3.290 (MR Refresh2) SNMP MIBs 200.8.10.3.290 zp 200.7

200.6
Ruckus Unleashed AP 200.8.10.3.290 (MR Refresh2) Software for R610 200.8.10.3.290 2 Bz 14.0

110.0
Ruckus Unleashed AP 200.7.10.202.121 (MR Refresh5) Software for R610 200.7.10.202.121 2 BL7 104.1

5.2
Ruckus Unleashed AP 200.9.10.4.202 (GA Release) SNMP MIBs 200.9.10.4.202 21p 5.1
Ruckus Unleashed AP 200.9.10.4.202 (GA Release) Software for R610 200.9.10.4.202 B 817 2020-09-01
Ruckus Unleashed AP 200.7.10.202.118 (GA Refresh4) Software for R610 200.7.10.202.118 2 Bz 2020-06-01
Ruckus Unleashed AP 200.8.10.3.278 (GA Refresh) Software for R610 200.8.10.3.278 (2 BL7 2020-05-29
Ruckus Unleashed AP 200.8.10.3.278 (GA Refresh) SNMP MIBs 200.8.10.3.278 ZIP 2020-05-29

Th)
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Config flow

Power } Connect to
on APs WLAN

Configure.Me
WLAN

M ruckus

Setting up Unleashed

I 3. Press "start” button or “voice install’ link below. I

Connect to an
AP via Web

Configure
Master AP

Browser or i .
via Wizard

Mobile App

Unleashed.ruckuswireless.com

ﬁRUCKUS

Language -

ek Name (SN0

Mh Paghe o

Lo

)__



Config flow.
T ruckus

ect the display language that you want to use on the Web

Language | English v

» Typical Install This is the most typical way to install if one do not want to use UMM

UMM Install Use image from UMM to install an Unleashed networt

UMM Domain/IP: | \

Config Template Name: l

Local Upgrade Upgrade this Unleashed AP from a local image file




Config flow.

T Ruckus

Gateway Mode

WAN IP Address v

Manual e DHCP

“ IP Address ‘192163.0,4

* Netmask ‘ 255 255 255.0

* Gateway ‘192.168.0.1

|
|
|
“ Primary DNS Server [65.90130,101 ‘
|

Secondary DNS Server ‘ 216.82.201.11

@




Config flow.

Name your own \

“ Name (ESSID): | Ruckus-Wireless 1 ’ LAN hist It

Password Protect (WPA2): @ Yes (O No

| - |




Config flow.

Review the information below and click Finish to configure

System Name
Internal Gateway
IP Mode

IP setting
Wireless LAN
Admin Username
Admin Password

Password Recovery

Mesh

System Time

Unleashed

Disabled

Dynamic (DHCP)
192.168.0.4

Unleashed

admin

o show password
Disabled

Mesh-941849001125

System time will be automatically set.
(Your current PC time is 10/19/2018, 10:55:54 AM)

Configuring system settings & rebooting. It may take few minutes.




RUC KUS. @ : @_I & v I
an ARRIS company NLEASHED I System Name: Unleashed Up Time: 7d 23h 55m| admin Log Out

@ Internet Connected >

2 WiFi Networks M AN o 0 R

Traffic: 6.61 MB

Clients

L Access Points 1 m Disconnected 0 >

Switches Tota 0 Disconnected 0 =




Unleashed-System

g SyStem v System Info

CT— '

System Version | 200.9.10.4.202 |

IP Settings

Unleashed ID|un3218390015821597127720392 H Generate || Copy |

System Time

Gountry Code Preferred Master
Roles Upon applying this change the anary Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to become a Member AP, the selected
SecondagPrefe aster u e Master once ary Preferred Magte un _Please note there may be a brief network disruption when changing Master AP.
Users Primary Preferred Maste v No Preference
RuckusAP[R510 - 8c:fe:74:3e:b2:70]
Mesh Secondary Preferred Maste:
Disable WLAN service on Master AP (] If the Unleashed Network contains 3 or more connected APs, the Master AP will not provide WiFi service
&, Services

Switch Approval

Approval [ Automatically approve all join requests from switches.

€ Administration 2




Unleashed-System.

Q- SyStem v IP Settings | Management Interface | DHCP Assigned Address | DHCP Reserved Address
System Info IP Settings
If Unleashed was assigned static network addressing, click "Manual" and make the correct entries. If you click "DHCP", no "Manual" entries are needed.
() Gateway Mode
System Time
WAN IP Address VYV  LAN & WLAN Client IP Addresses \
Country Code
© Manual O DHCP DHCP Server ()
Roles * IP Address | 192.168.106.2 * Starting IP | 192.168.106.2
Users * Netmask | 255.255.255.0 * Ending IP | 192.168.106.201
Mesh * Gateway | 192.168.106.254 Number of IPs | 200
* Primary DNS Server | 192.168.106.254 Lease Time | Twelve hours v
Secondary DNS Server

8, Services 4 Apply




Unleashed-System.

[m] System v System Time
System It Click Refresh to update the time displayed on this page. Click Sync Time with Your PC to manually synchronize the internal Unleashed clock with your administrative PC clock.
ystem Info
Current Unleashed system time is 8/11/2020 14:38:11 Your browser's current time is 8/11/2020 14:38:11
IP Settings

Use NTP to synchronize the Unleashed clock automatically

@ System defined O User defined

Country Code

Select time zone for your location: ’ (GMT +8:00) Beijing, Perth, Singapore, Hong Kong v

Roles

Sync Time with Your PC | | Apply |

Users

Mesh




Unleashed-System.

- SVStem v Country Code
System Info Different countries have different regulations on the usage of radio channels. To ensure that Unleashed is using an authorized radio channel, select the correct country code for your
) location.
IP Settings
Country Code: | Taiwan v
System Time

Channel Mode: (J Allow indoor channels(Allow Outdoor AP to use indoor channels)

Roles

Users

Mesh

g2 Country codes{&IU/AERH




L1 System >
&, Services v
Access Control

Application Recognition & Control

Bonjour Gateway

Dynamic PSK
L] System 4
&, Services \ 4

Access Control

Application Recognition & Control

Bonjour Gateway

Unleashed-Service

Authentication Servers ~ Test Authentication Servers Settings

This table lists all authentication mechanisms that can be used whenever authentication is needed.

< Create Search Q 2 =&

Name Type IP Address Port Encryption

No data available.

0-0 of 0 shown .

Authentication Servers ~ Test Authentication Servers Settings

You may test your authentication server settings by providing a user name and password here. Groups to which the user belongs will be returned and you can use them to configure
the role.

Test Against | Local Database vl

Username | test I

Password

2]

Success! The user will be assigned a role of "Default". Test




Unleashed-Service.

Create New 4

* Name

Type O Active Directory @ RADIUS O RADIUS Accounting
Encryption [ TLS
Auth Method @ PAP () CHAP
Backup RADIUS () Enable Backup RADIUS support

“ IP Address | |

“ Port | 1812 |

“ Shared Secret [ D |
“ Confirm Secret | » I
Retry Policy
* Request Timeout | 3 | seconds
“ Max Number of Retries | 2 I times

B - DTN



Unleashed-AP

Total 1 m Disconnected O

] 1 Access Points
IAPName/MAC/IP/SN QI

Summary - Total 1 Access Points

.. A

Clients Traffic

RuckusAPI...3e:b2:70]

1 e . 2.4G
— sc

Clients Traffic

JLO Clients

=~ 6 WLANSs

Q Events & Alarms

Client Status for last 1 hour

N I
0+ T

14:35 14:40

RuckusAP [8c:fe:74:3e:b2:70]

@ Excellent Moderate (il Poor

T T
14:45 14:50 14:55 15:00 15:05

Show Clients Info P
Show WLANS Info p
Show System Overview Info P

Show Events & Alarms P

15:15 15:20




’ ’ -

Clients

Traffic

Ruckus-U..[...35:¢9:40]

Clients

1 , 0l 2 C
5G

Traffic

Unleashed-AP.
AY, 3 Clients

%~ 2WLANs

Device Name
Status
Uptime
Description
Location

Mac Address
IP Address
Model

S/N

Group Name
GPS Coordinates

Mesh Type

Current Channel(802.11a/n/ac)

Show Clients Info p

Show WLANS Info p

I Hide System Overview Info ¥ I

Ruckus-Unleashed
Connected

5m 9s

d4:c1:9e:35.c9:40
192.168.0.14
R610
941849001125

System Default

Disabled

157




Unleashed-AP.

GPS Coordinates

Mesh Type

Current Channel(802.11a/n/ac)
Current Channel(802.11b/g/n)
Power Consumption Mode
Max Clients

Version

Fixed Member Role

Download Logs

Ethernet Port Status ©

Port Interface
Port1 etho Up
Port2 eth1 Down

Neighbor APs

Access Point

No data available

Disabled

157

802.3at Switch/Injector
100

200.9.10.4.110

Logic Link

no
—
Logs &
| I
Physical Link Label
Up 1000Mbps full 10/100/100
Down 10/100/100

Channel SNR




RUCKUS

an ARRIS com y NLEASHED
@ Internet
".".5' WiFi Networks .‘—.

Traffic: 0.07 MB

Unleashed-WLAN

System Name: Unleashed Up Time: 3h 48m

‘ Help

admin Log Out

Data duratior 1 hour v

Summary - Total 1 WiFi Networks

ool _‘_. '

Clients Traffic

Unleashed

Summary

1 WiFi Network(s) enabled, 0 WiFi Network(s) disabled

a1 Client(s)

Client Status for last 1 hour

Show Client(s) Info p




Unleashed-WLAN.

Create WLAN

Usage Type: * Standard f : :
Guest Access guest access | es and access cont
Hotspot Service known as WISF

Authentication Method: + Open 802.1X EAP MAC Address

Encryption Method: WPA2 WPAS WPA2/\WPA3-Mixed OWE @ None

Web Authentication: Enable captive portal/Web authentication
Accounting Server: | Disabled v+ 7
Send Interim-Update every | 10 minutes

Show Advanced Options p




Unleashed-WLAN-PSK

Edit WLAN =

* Name: |unleashed-psk

Usage Type: @ Standard for most regular wireless network usage

() Guest Access

S5 QeSS

o
n
W
O
O
) 4]
(]

-
c

O Hotspot Service known as WISPr
Authentication Method: @ Cpen O 202 1X EAFP O MAC Address

Encryption Method: @ WFAZ O WPAZ O WFAZ/'WPAS-Mixaed O OWE O None

* Password: |ssseeeee Show password
Accounting Server: | Disabled Vel
Send Interim-Update every | 10 minutes

Show Advanced Options p




Edit WLAN

© Name:

Usage Type:

Authentication Method:

Encryption Method:

Unleashed-WLAN-802.1x

unleashed-2021x-209

@ Standard for most regular wireless network usage
O Guest Access guest access policies and act
O Hotspot Service known as WISPr

O Open @ 2302.1X EAP O MAC Address

@ WFPAZ2 O WPAZ

WLAN Survivability:

Accounting Server:

Show Advanced Options p

Cache time

| Diszbled

hours

v|+x

Send Interim-Update svery minutes




Unleashed-WLAN-802.1x

Q Admin & Services Y

L System v

System Info

This table lists all current user accounts along with basic details. You can add, edit, or delete user accounts. You can also chck the Print button to print out the First-time Wireless Network Connection Guide for the user

IP Sedtings

#edt | [)Cone | @ Dckete | @Print Search Q(z(e
System Time
Username
Country Code tost ':.: l":'a'['? ;\‘EE"\H‘V‘. x
Roles
* Usermname |test |

=] —— |
— * Password | |

* Confirm Password | |

Role | Default v| + 7

& Services b
0 Administration ~ p | 3




Edit WLAN

* Name:

Usage Type:

Onboarding Portal:
Guest Authentication:

Guest Password:

Grace Period:
Authentication Method:
Encryption Method:

Accounting Server:

Show Advanced Options b

Unleashed-WLAN-Guest

unieashed-guest209

-3 Standar for most regular wireless network usage

@ Guest Access guest scocess policies and

Q
3
!
1
(4}
o
1
U
0
O
0
4]

O Hotspot Service known as WISPr
) Enable Zero-IT device registration from the Guest Portal
@ Guest Pass and Social Login O Social Login only & None

O Unique password for each guest

—ilease go to the Tollo ng N 2nNa Og m 3 guest pass adamin 1o create unigue pass ora
nEps unieashed. rnucxKuswirsless comvguesipass & Nnaps 192 oo DO _Jiguesipass

@ Single shared password among all guest

1234567389

Allow users to reconnect without re-authentication for minutes
@ Open S02.1X EAP MAC Address

O WPAZ2 O WPAS O WPAZ2/NVWPAS-Mixed O OWE @ None

Dasabled ~ I - >

Send Interim-Update every minutes

=1




Unleashed-WLAN-Guest.

Edit WLAN >
Social Media Logins: [) FacebocokWVirFi
O Google/Googles
O Link=din
O Miicrosoft
O WecChat
GuestPass Self-Service: () =Ens=ble gussipass s=If servics
User Redirection URL: &G Redirec: to website user intends to wist
> Redirsct us<=r o this websit=
| |
Ternms and Conditions: [ Show terms and conditons =T
Insert WiFidEU Snippet: () Insert VNFIi€EU =snippet in hesd tag of Fort=1 psge
Customize Captive Portal: Click on =dit srea to chang=s esch par of caprtive portsl & praview to check the result

RUCKUS

aVVeleotne o Guest VWiF: !

Conmect o Wik by Goue=t Pa=—




Unleashed-Client
D Clients “ . Total 2  /

Clients
1 clients connected, 1 clients disconnected.
Wired Clients @ 0 wired clients connected S
Wireless Clients 1 wireless clients connected v

90:8¢:43:84:7f:6b 192.168.106.53 Unauthorized ‘ Boen RuckusAP unleashed-guest209

6c:8d:c1:02:34:0 192.168.106.51 Authorized ‘ Frog-iPhone RuckusAP unleashed-psk

1-2 of 2 shown n




L]

Client Details

Name

Host Name

OS Vendor Type
Device Model

IP Address

MAC

WLAN

AP Name

AP MAC
Received from client
Transmitted to client
RSSI

SNR

Health

BSSID

VLAN
Username

Role

Radio

Auth Method
Encryption

Auth Status

Channel

Unleashed-Client.

Value

Frog-iPhone

Apple iOS

iOS Phone
192.168.106.51
6c:8d:c1:b2:34:f0
unleashed-psk
RuckusAP
8c:fe:74:3e:b2:70
86 pkts / 8.2K bytes
60 pkts / 5.8K bytes
-44 dBm

61 dB

Excellent
8c:fe:74:be:b2:7c

1

802.11ac
Open
WPA2
Authorized

157




Unleashed-Client.

Troubleshooting X

Client MAC Address: 6¢:8d:c1:b2:34:f0

Please connect your client manually once troubleshooting is started. If the client is connected already, it will be disconnected by Unleashed.

Connectivity Trace W Stop

Access Points hearing client's probe requests:

Name Radio Client SNR (dBm) Latency (ms) Connection Failure (%) Airtime Utilization (%)
RuckusAP (8c:fe:74:3e:b2:70) 5GHz (157) 55 0 0.00 1
RuckusAP (8c:fe:74:3e:b2:70) 2.4GHz (1) 48 0 0.00 10

1-2 of 2 shown -




Unleashed-Client.

AP: RuckusAP(8c:fe:74:3e:b2:70) SSID: unleashed-psk Radio: 5GHz Time
Vy Client Disconnect By Admin 15:33:41 %’ § g (g) E g
=) b =
o @ 3 o & 3
v 802.11 Deauthentication 15:33:47 | 2 = 3 ) 3 3
Q = ?D = =
@ = = o
? o
Q/ 802.11 Authentication Request 15:33:51 =
=
w
V/ 802.11 Authentication Response 15:33:51 g
[}
=
\2 802.11 Authentication Request 15:33:51
€
\7 802.11 Association Request 15:33:51
V/ 802.11 Association Request 15:33:51
V/ 802.11 Association Response 15:33:51
v 4-Way Handshake - Frame 1 15:33:51
\/ 4-Way Handshake - Frame 2 15:33:51
v 4-Way Handshake - Frame 3 15:33:51
\/ 4-Way Handshake - Frame 4 15:33:51
v DHCP Request 15:33:52 S_T’ § (E) % é,’
= = o w s
o < w» @ D
v DHCP Ack 15:33:52 2 2 -3 s 3
9 ?‘, = =
@ = &

(0L:209€:42:05:98) 1uI0d $5890Y.




Unleashed-Client.

AP: RuckusAP(8c:fe:74:3e:b2:70) SSID: unleashed-psk Radio: 5GHz Time
Vy Client Disconnect By Admin 15:33:41 %’ § g (g) E g
=) b =
o @ 3 o & 3
v 802.11 Deauthentication 15:33:47 | 2 = 3 ) 3 3
Q = ?D = =
@ = = o
? o
Q/ 802.11 Authentication Request 15:33:51 =
=
w
V/ 802.11 Authentication Response 15:33:51 g
[}
=
\2 802.11 Authentication Request 15:33:51
€
\7 802.11 Association Request 15:33:51
V/ 802.11 Association Request 15:33:51
V/ 802.11 Association Response 15:33:51
v 4-Way Handshake - Frame 1 15:33:51
\/ 4-Way Handshake - Frame 2 15:33:51
v 4-Way Handshake - Frame 3 15:33:51
\/ 4-Way Handshake - Frame 4 15:33:51
v DHCP Request 15:33:52 S_T’ § (E) % é,’
= = o w s
o < w» @ D
v DHCP Ack 15:33:52 2 2 -3 s 3
9 ?‘, = =
@ = &

(0L:209€:42:05:98) 1uI0d $5890Y.




Unleashed-Switch

=1  Switches
‘ ‘ ‘ m Data duration: | 1 hour \7

Summary - Total 1 ICX

Summary

Ports

g Ports Info Hide Ports Info ¥

ICX715..[..9¢:1¢:55:db]

@ Connected PoE Budget Usage
Port: .
ors (70 Connected with Warning (Total: 0 mWatts)
[ 1Used

@ Available

B Available (0%)
@ Blocked by Admin




[ ]
Unleashed-Switch.

ICX Switch is Pending to join

Device Name: ICX7150-48ZP

MAC Address: d4:c1:9e:1c:55:db

IP Address: 192.168.106.254

Unable to login to this switch with default credential, please provide admin user name &
password of this switch to continue...

Approve Switch Join Unleashed
Admin Name ’ I

Password l » I

_ “ ~




Unleashed-Switch.
== switches a1 | RN | oecormecd o

m ‘ m Data duration: | 1 hour v

Summary - Total 1 ICX

Summary

2 54

Ports

g Ports Info Hide Ports Info

ICX7150-48ZP[d4:c1:9e:1c:55:db]

1 2 54

Ports

PoE Budget Usage
(Total: 740,000 mWatts)

@ Connected
) Connected with Warning

@ Available
@ Blocked by Admin

[ 1Used

Total 56 I Available (98%)

724,600

D Events & Alarms Hide Events & Alarms w

Events Alarms

Search Q

Q
o

2020/08/11 14:38:32 High ICX [d4:c1:9e:1¢:55:db] joins.




Unleashed-Switch.

LG e ICX7150-48ZP [d4:c1:9e:1¢:55:db]
2 |54
" Ports Hide General Info W
Name ICX7150-48ZP
ICX7150-48ZP[d4:c1:9e:1¢:55:db] MAC Address dd:c1:9e:1c:55:db
1 2 54 } IP Address 192.168.106.254
" Ports Model ICX7150-48ZP
State Connected
Gateway
Version SPR08092d
Serial Number FUN3215P04L
Last Seen 2020/08/11 14:48:33
Up Time 4h 39m




Unleashed-Switch.

[ Management Port

15 17 19 221 25 27 29 31 33 35

OOO0O0O0 OO0O0O00 OO0O0O00
OO00O00D OO0O00D0 000000

18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 4as

D
[ —
S
<
=3
=
<
=
=
—
=
P
>

Hide Port List 9
Search Q = T

Port Name MAC Address Port Number Link Status Admin Status Bytes TX

up oB

GigabitEthernet1/1/41 d4:c1:9e:1c:56:03 1/1/741

1/1/43

GigabitEthernet1/1/45 d4:c1:9e:1c:56:07 1/1/45 ( 12.83 M
GigabitEthernet1/1/46 d4:c1:9e:1¢:56:08 1/1/46 ([ oB
GigabitEthernet1/1/47 d4:c1:9e:1¢c:56:09 1/1/47 oB
GigabitEthernet1/1/48 d4:c1:9e:1c:56:0a 1/1/48 [—OB
10GigabitEthernet1/2/1 d4:c1:9e:1¢c:56:0c 1/2/1 oB
10GigabitEthernet1/2/2 d4:c1:9e:1c:56:0d 1/2/2 [ oB

41-50 of 56 shown ~121314 H il B




Unleashed-Switch.

m Health
CPU Utilization: 1%
100% —
80%
60%
40% |

20% —

0%

Hide Health o

08/11 13:54:08 08/11 14:04:08 08/11 14:14:08 08/11 14:24:08

Memory Usage: 46%

100% —
80% —
60% —
40% —

20% —

0%

08/11 14:34:08

08/11 14:43:59

08/11 13:54:08 08/11 14:04:08 08/11 14:14:08 08/11 14:24:08 08/11 14:34:08

08/11 14:43:59




Switch Status (ICX7150-482ZP)

Power Supply

Unleashed-Switch.

lot:
(slots) up
Temperature 1
(sensor) 97 °F
36 °C
Fan 1 2
lot
(stots) down up
Q Events & Alarms Hide Events & Alarms
Events Alarms
Search Q = L
Date/Time ~ Severity Activities

2020/08/11 14:38:32

High

ICX [d4:c1:9e:1c:55:db] joins.

1-1 of 1 shown -




Unleashed-Upgrade

EEEARA:
TSR Aith
(#Ruckus# (e xE

Model R510 (2 APs)
%2 R510_104.0.0.0.1347 b7 (19406844 {1

= BF
Master AP101-1 ec:58:ea:08:4b:80

Member AP101-2 54:ec:21:15:e8:00




Unleashed-UMM

O 4 4
SNMP f£32 = SNMPv3 {32 | SNMPTrap | Unleashed3i58i &5 ’ BAER
& BB ST —
A Unleashed ZU5REEIZZRABRASZZURL » 15RE Unleashed [ Unleashed % iR R XM E ARG © Unleashed 200.9.10.4.202 REES UMM 2.4 S ERRR A
Q=2 v R
_— Unleashed ZI58 &R (O BAUnleashed 3 iR ERE EIE
— URL*  https:// | | fintune/server
i, BEEE 3 o8
ol
HE
R

FHrER




ZoneDirector
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Zix{batag RFEUEE - &

55% SSID Ruckus
(BEfhz2sE AR AERRIH 25

KBKRERETEME !

=3

U
[

B4 & 5 BLSSID

D ZESEMEE ST SSID

e «  WEP (802.1x)
«  WPA
- WPA2
- DPSK
&£ T SSID
(802.1x)
2 Int t
zh%& SSID — nterne >
FIE DN = *';E\;a - ,f/b\ﬁé AN
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ZoneDirector Version

(2 Documents & Downloads v Security Bulletins @ KB Articles 4+ Forum Topics [2) NEW Advanced Search

h: ey, v All Versions v

No Version #

Release o
) 10.3
Version 10.2
, . I 0N
ZoneDirector 1200 1eDirector 10.4.1.0.226 GA SNMP MIBs (ZIP) 10.4.1.0.2226 1 10.0
7ZD1200 10.4.1.0.226 GA Software Release 10.4.1.0.226 B il
9.12
ZoneDirector 9.10.2.0.125 (MR2 Refresh9) SNMP MIBs (ZIP) 9.10.2.0.125 g 910
9.9
7ZD12009.10.2.0.125 (MR2 Refresh9) Software Release 9.10.2.0.125 @1 30
ZoneDirector 10.0.1.0.123 (MR1 Refresh9) SNMP MIBs (ZIP) 10.0.1.0.133 zp 2020-09-01
7ZD1200 10.0.1.0.133 (MR1 Refresh9) Software Release 10.0.1.0.133 2 2020-09-01
ZoneDirector 10.4.1.0.214 GA SNMP MIBs (ZIP) 10.4.1.0.214 zp 2020-08-18
7ZD1200 10.4.1.0.214 GA Software Release 10.4.1.0.214 = e 2020-08-18
7ZD1200 10.4.0.0.98 (GA Refresh?2) Software Release 10.4.0.0.98 B Ve 2020-05-26

ZoneDirector 10.4.0.0.98 (GA Refresh2) SNMP MIBs (ZIP) 10.4.0.0.98 2020-05-26




L

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

N
n Ruclkus™

Zonel or ZD1200
Language
General Lan guage
1P setting Welcome to the Ruckus Wireless ZoneDirector Setup Wizard. Use this wizard to prepare ZoneDirector to run your wireless network. To start, select

the display language that you want to use on the Web interface.
Wireless LANs

Language English -~

Administrator

Confirmation

Service Terms

Finish




£DIatL.

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

ﬁ‘( rRuclkus™

ZD1200
Language
Goneral General
IP setting Enter a system name for ZoneDirector. The name should be between 1 and 32 characters—numbers and letters—but not including spaces.

Wireless LANs e
System Name = ruckus

Administrator Country Code Taiwan -

Confirmation ZoneDirector provides mesh capability. Each mesh-enabled ZoneDirector requires a unique name (SSID) for the mesh WLAN for the backbone traffic.

[T] Enable Mesh
Service Terms

Finish




£DISHL.

ﬁ‘nuckus’”

actor ZD1200

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

Language
General

IP setting
Wireless LANsS
Administrator
Confirmation

Service Terms

Finish

IP setting

Select the network addressing mode—"Manual” or "DHCP". If you select "DHCP", no further configuration is needed. If you select "Manual”, enter the
relevant IP addressing information. (Fields marked with an asterisk (*) are required.)

@ pva © 1pve ©) IPv4 and IPvE

@ mManual ) DHCP
IP Address © 192.168.100.102

Netmask © 255.255.255.0

Gateway 192.168.100.254

Primary DNS Server 28838328

Secondary DNS Server




£DISHL.

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

N
™ RrRuclkus™

ZD1200
Language
e Wireless LANs
1P setting If you make no changes to the default settings, a default WLAN "Wireless 1™ with Open authentication is created. You can change it to a secure
WLAN by choosing WPA_PSK authentication and providing a passphrase. Optionally, a "Guest” WLAN can be created for temporary guest access.
Wireless LANs (More WLANs can be added later, for restricted use.)
Administrator Wireless 1— Create your first Wireless LAN
: Name (ESSID) © Ruckus-JimLin
Confirmation = e
Authentication . Open @ wpa2_PsSK
Service Terms WPA Passphrase = 1gazxsw2]

Finish Guest WLAN-—- Temporary access for visitors.




N
n RrRuclkus™

tor ZD1200

£DIgHL.

Setup Wizard-ZoneDirector ZD1200  Vversion:10.0.0.0 build 1424

Language
General

IP setting
Wireless LANs
Administrator
Confirmation

Service Terms

Finish

Administrator

Enter an "Admin™ user name and password that permits administrative access to the Web interface. (Use this information to log into the Web interface
after this setup is complete, to further configure your new wireless network.)

Admin Name ~ admin

Password = ®=eesssss

Confirm Password * ELLLLLy

Use these features (optional) to create a single network user account at this time. (Or, if you prefer, use the Web interface to create user accounts at
a later time.)

Create a user account




£DISHL.

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

ﬁnuckus’”

Vi irector ZD1200
Language
e Confirmation
IP setting Please review the following settings. If changes need to be made, click Back to edit your settings. If the settings are ready for use, click Finish.

Wireless LANS System Name ruckus

Administrator IP setting 192.168.100.102

Confirmation & Wireless 1, Ruckus-JimLin, will be created
Wireless LANS (7o T activation enabled)

Service Terms P
Mesh Mesh capability is disabled

Finish Administrator Accountadmin wil be created

e System time will be automatically set.
System Time (our current PC time is 2017/11/29 _F2F11:31:11)

* After completing the setup wizard, please check the Ruckus Wireless Support Web site for the latest software updates.

R




£DIgtt.

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

N
n rRuclus™

ZD1200

Language

S Service Terms

IP setting

The ZoneDirector will periocdically connect to Ruckus and Ruckus will collect the ZoneDirector serial
number, software version and build number. Ruckus will transmit a file back to the ZoneDirector and
Wireless LANs this will be used to display the current status of the ZoneDirector Support Contract. Please be
advised that this information may be transferred and stored outside of your country of residence

2o here data protection standards may be different.
Administrator e 4 ; 3

Confirmation
Service Terms

Finish

I Accept terms I




£DIg1L.

Setup Wizard-ZoneDirector ZD1200  Version:10.0.0.0 build 1424

ﬁRUCl(USTM

ZD1200
Language
S Finish
1P setting Your Ruckus Wireless ZoneDirector is now active. [ALERT] If you changed the IP address on your administrative PC for this setup procedure, reset

the IP address before reconnecting your PC to the network.

Click this link to reconnect to your ZoneDirector g§ https://192.168.100.102/

Wireless LANs
Administrator
Confirmation

Service Terms

Finish




COMMSCOPE

RUCKUS

o>
-

System Name: ruckus

Username

Password




m rRuckus™

ZD1200

Dashboard

Access Points
Wireless LANs
Clients
Troubleshooting
Services & Profiles
System

Administer

€ System Info

Name: Ruckus-
ZD1205

182d 3h 16m

10.1.1.0 build
42

Uptime:
Version:

£\ The Support Service will expire in [52] days. >
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Traffic Analysis

Traffic Trend

EEE

2019/02/14 16:10:04 G ;
admin
Smart Redundancy All R 4
.:‘3\’9

m;‘a»>.§f g v
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Traffic Analysis Last24hours ¥| | TX+R

A

X
.

>
[

P Groups 2 /

(o4}

1]

v
-

Traffic Trend

Traffic -~

400 MB

300 MB

200 MB

100 MB

0 MB =—r"e - - » = - - | | ,
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Client Trend

Client -@~



A 2014/02/19 15:43:40 | RE | Toolbox | FH (jjadmin)
ﬁ Ruclkus ZoneDirector
WIRELESS
&= ER EE =2
AR ERsRE—S X | BENEEEE4
- RERHE JINET-ruckus-1106 LEs BE/Em 2= BB EE
IP Address 192.168.2.10 2014/02/19 15:42:42 {£  brian.chen AP[RuckusAP-7025-3] radio [11g/n] detects User[brian.chen] in WLAN[JJNET] roams from AP[RuckusAP-7343]
MAC Address C4:10:8A:1D:67:14 2014/02/19 15:42:42 £ brian.chen AP[RuckusAP-7343] radio [11g/n] detects User[brian.chen] in WLAN[JJNET] roams out to AP[RuckusAP-7025-3
Up Time 36d 2h 39m 2014/02/19 15:41:42 & User[cc:08:e0:b7:e8:58] joins WLAN[JJNET_Guest] from AP[RuckusAP-7343]
AU ZD1106 2014/02/19 15:41:40 User[cc:08:e0:b7:e8:58] disassociated from WLAN[JJNET_Guest] at AP[RuckusAP-7025-3] due to timeout durir
EEENAPE 6 2014/02/19 15:41:40 {£  brian.chen AP[RuckusAP-7343] radio [11g/n] detects User[brian.chen] in WLAN[JJNET] roams from AP[RuckusAP-7025-3]
=33 471123000271 .
KA 9.7.0.0 build 220 e SIENHHAEHE
. ) TR EEm BE A5
= A Client Device Type “e 2014/02/19 15:40:11 = A new Rogue[6c:f3:7f:a0:b1:10] with SSID[TPE-Free Bus] is detected
- 2014/02/19 13:41:50 = A new Rogue[60:a4:4c:81:73:a6] with SSID[0xe68891e69c8%e7bbb2e8b7afedb...] is detected
Il Windows 2014/02/19 13:20:51 = A new Rogue[1a:5b:0e:38:83:a2] with SSID[fortinet.mesh.root] is detected
Android 1 19 13:14: = A new Rogue :7a:88:70:5a: witl ortable Hotspot is detecte:
2014/02/19 13:14:51 Rogue[84:7a:88:70:5a:93] with SSID[HTC P ble H FAF5] is d d
Apple i0S 2014/02/19 13:04:49 = A new Rogue[24:de:c6:8a:65:40] with SSID[TPE-Free Bus] is detected
) Mac 05 15.63% ((p) ExmmAP
Bl Linux &7 MAC Address IP Address  {B:F B @M=
Bl Others/Unknown c4:01:7c:08:fe:90 192.168.2.1 HWAE 27343 26
c0:8a:de:29:82:50 192.168.31.12 £ +T0ffice zf7321 3
c0:c5:20:25:c0:f0 192.168.2.4 <=ZE= zf7025 3
53.13% c0:c5:20:25:b7:70 192.168.2.2 === zf7025 0
18.75% c4:01:7c:2c:34:40 192.168.2.5 B4 - SEIFEE 27342 0
((—)) {EFE &Y Access Points
l MAC Address Device Name B3 beut=.] BUsE HREE Mesh Mode IP Address External IP:Port VLAY
c0:c5:20:25:c0:f0 RuckusAP-7025-3 === FEE=E zf7025 2iEE Disabled 192.168.2.4  192.168.2.4:12223 2
e C0 c0:8a:de:29:82:50 RuckusAP %7 TTOffice FIHLE zf7321 Z3iE:E (Root AP) Auto 192.168.31.12 192.168.31.12:12223 31
a;.g’\g” 5 c4:01:7c:08:fe:90 RuckusAP-7343 I E Office zf7343 ZEE Disabled 192.168.2.1 192.168.2.1:12223 2
EEEEERES 31 c0:c5:20:25:b7:70 RuckusAP-7025-1 =SE= TEEE zf7025 2iE=E Disabled 192.168.2.2  192.168.2.2:12223 2
EEREESE 32 c4:01:7c:2c:34:40 7343-2 B2 rFRHEE S8 - FRIEE 27343 2iEsE Disabled 192.168.2.5  192.168.2.5:12223 2
FEEREH 16 §§| | ® |nclude all terms O Include any of these terms
EEE— ) :
m Thr 24hr @ SEFIPA) WILANs
= 36 52 — 2iE ESSID e Encryption VLAN EEE
gé%gﬁﬁﬁﬂ 404M 126 FOXTest_1 FOXTest_1 open none 2 0
FIGMMEBE (%) 87% 89% Backup1 Backup1 open wep128 2 0
RS IR TG 73 JINET_D JINET_D open none 2 0
JINET_Guest JINET_Guest open none 3 8
JINET JINET open wpa2 2 21
Guest-HS Guest-HS open wpa2 31 3
HS-JINET HS-JIJNET open none 31 0
EE | ® Include all terms O Include any of these terms G177

ERAE




2014/07/01 14:25:45 | MM | Toolbox | HFHi (admin)

ﬁ Ruckus: ZoneDirector

WIRELESS

% B-CH BE ER

Access Points
Access Points B o . R
PAT R EZERE FRAY Access Points A ASSRIRAE - {RE] PZE S —20 MAC Address 2R 20 2] W S A3RY #EEA, -
AR ((p) =M Access Points )
T WLANs MAC Address Device Name fiitt 28k 7% A8  Mesh Mode IP Address  External IP:Port VLAN il ERAE Action
c4:01:7¢:29:¢7:d0 RuckusAP zf7343 Si4§ Disabled  192.168.1.149 192.168.1.149:12223 1 Auto (11g/n-20) 0 L RO N
e (®)include all terms(_Include any of these terms | Edit Columns | ¢51-1 (1) ¢y
HMERAEPM ©) | Currently Managed AP Groups ()
T MR PSK/Cert AJ @™y Member Device Name/fiist APs {EF#HE #AE Action
erts
[+ B System Default System default group for Access Points 1 0 Zz
BB FETE e (®)include all terms (_include any of these terms i} 1/1 () 1/1 @120 e
Rogue % RELED (]3]
' B J/E HE AP &Y v
FANRHRERD 2014/07/01 14:23:10 & AP[c4:01:7¢:29:¢7:d0] warm boot successfully,last reboot reason [application reboot].
2014/07/01 14:22:00 {&£ AP[c4:01:7¢:29:¢7:d0] warm boot successfully,last reboot reason [application reboot].
FiA R Alarms 2014/07/01 14:22:00 AP[c4:01:7¢:29:¢7:d0] reset due to IP address change
2014/07/01 14:22:00 &£ AP[c4:01:7¢:29:c7:d0] reset due to country code change
Mesh 2014/07/01 14:23:09 +f AP[c4:01:7¢:29:¢7:d0] joins with uptime [46] s and last disconnected reason [AP Restart : application reboot]
- 2014/07/01 14:21:58 AP[c4:01:7¢:29:c7:d0] joins with uptime [169] s and last disconnected reason [Update Backup Image]
=3 2014/07/01 14:17:29 AP[c4:01:7¢:29:c7:d0] joins with different firmware/custom file version and is being upgraded.
2014/07/01 14:20:08 #h AP[c4:01:7¢:29:¢7:d0] joins with different firmware/custom file version and is being upgraded.
System Monitoring 2014/07/01 14:23:10 f& AP[c4:01:7¢:29:¢7:d0] is online.
2014/07/01 14:22:00 &£ AP[c4:01:7¢:29:¢7:d0] is online.
2014/07/01 14:18:47 {&£ AP[c4:01:7¢:29:¢7:d0] image has been upgraded from [9.1.2.0.8] to [9.7.1.0.30]
2014/07/01 14:21:30 & AP[c4:01:7¢:29:c7:d0] backup image has been upgraded from [9.1.2.0.8] to [9.7.1.0.30]
2014/07/01 14:17:24 &£ Anew AP[c4:01:7¢:29:¢7:d0] requests to jein and is automatically approved
we (®)Include all terms(_include any of these terms @110
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FRERER

ZoneDirector-System.

AT ruckus

B IP

#N5R ZoneDirector 2 IPveiBEEE - EAFZIBIPVEHEEEE -
[ ZH5IPve

YISR% ZoneDirector 157 7 AHEMHR UL - FERE TF8)) UREIEHEAIRE - WIREE DHCP)

IPv4 BB &

OFH © DHCP
IP it (192.168.1.101 |
EP P | 255.255.255.0 |
Gateway* 192.168.1.1 |
T ONS (168.95.1.1 |
RE DNS (8888 |
Access VLAN* ‘ 1 ‘

» AIRREEE (F8) %E -

F&F



ZoneDirector-System.

EETE

() B&&h IPva EENE

IP k> I |

FHEHEs l I

BB ER R EIRREENE

Access VLAN* I 1 l

ab
Smart Redundancy H AID Eb

B{&) Smart Redundancy BEfE{R#ZoneDirector2X A fRFREL B IR BT » AHIKEE RNREE - MR EHEZoneDirector)k £iE % » Bl ZoneDirectorii§ B E1#&E -
B4%&) Smart Redundancy
ZithER 1P 192.168.1.101

HimER AP l |

- | | }& B IM—&EZoneDirector

EEIPihht oiEmE

(HEREECETE [RIBIPRE]->[EENH])
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ZoneDirector-System.

PR GLE

1 TER) RRRRENARRRENR (EARKRLRN PC B RRERRRE
RN RRISRIR 10/6/2020 17:32:48 GAOREEREAIRSEA 10/7/2020 00:32:48  EFf
{EEF NTP falfR#3 BENREZoneDirector

NTP falfR#s" | ntp.ruckuswireless.com
@ #pRE O BFEER

AEEERIE ¢ | (GMT) Western Europe Time, London, Lisbon, Casablanca v

BREDHRERE
1% ZRIFEERA PC B F&m
EFMERTE
FENWEZRMEEEGEIBENERERRMNER - HEH(R ZoneDirector (FHERENRGEIRE » BBEREMEHBNERMERES -
B ZR/AE S Taiwan v

SRERR (] REZEAAPISRIE (MRERIMIAP » AFERZAAPHISRIE)




ZoneDirector-System.

R RHEM

ARL EERBSIL T RRER -

ARNRE—E C

Rif2TE ruckus
1P #titiik 192.168.1.101
B FEHERR
MAC itk 60:D0:2C:38:D2:60
FRF5 R B E(TRSRI 2h 47m
RISR ZD1200
EX SR ENAPE 5
FRERE (7S 10.4.1.0 build 214
RifEE
FREMNSHRIES RHZIKEM C
FREHER = MAC #itit TE EIEREE ER BAHG AT LafeEap2) L oh fivege |
0 60:d0:2¢:38:d2:60 etho up 1000Mbps 40K 5.9M 29K 22M
1 60:d0:2¢:38:d2:61 eth1 up 1000Mbps 1.3K 193K 3.4K 828K

WLAN—ARERE

AP—REERTE




ZoneDirector-AP join

B FEARL

BAR + ¢ | D x s <

ISR - 7 @ MAC #itit ~

System Default
‘7 Y o 38:ff:36:28:8b:e0

SRR

BRFS AR B

O mFER

A#2TE: ruckus
AB{TRE: 2h 5m BALEE BABEE BABUSB  BEED

hRAS: 10.4.1.0 build
214

BARLRIR

e
BRAEE BUgR
RuckusAP R500

APFR#ZoneDirectorfiR () REIELAT ZoneDirector

ECE X - fiZoneDirectorst B EIAP(FI#i AIPSEE THAE S B2 TH)

FZoneDirectorithit

AR

FRIELR (2020/10/06 18:38:47)

s

Auto

BESHEA: ZIR @8 HE

Q

IPitidik

172.16.16.26

FUi1-1  ABSRECER

~
~
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+ ¢ O x C < SPRE MR E3

- 7@ MAC ittt RiEEHE

7\ System Default
| — o 38:ff:36:28:8b:e0 RuckusAP

ZoneDirector-AP&:

it}

R500

HRRE

AR

—f% BB EF Mesh ERE BHIEE

B2

BRiEEE RuckusAP

ARE& SRIE4R (2020/10/06 18:38:47 )
EITRFR Os

B ]

HhBh

GPS 1%

MAC ittt 38:ff:36:28:8b:e0
IP ik 172.16.16.26
SMERIP : 1B 172.16.16.16:12223
IPv6 ittthit fc00::1

IP R Static

EEEs L3

VLAN

BB

BUSR R500

usBO AFE

EREX R

S/N 391504202405
hRZs 10.4.1.0.214
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ZoneDirector-WLAN
f@ﬁ@ﬂﬁﬂﬂﬁ REER: FE @

+ ¢ DO x S < e pEN | [ mRillE; #E Q < #%
- AR £1B - ESSID Bk i iR
| :  Defaul FrogLab543-PSK FrogLab543-PSK HRBERER i)ivd
= ZD-8021x ZD-8021x ERREAER 802.1x EAP
WREHHS ZD-Guest ZD-Guest REL WLAN B35ERE K
ZD-PSK ZD-PSK ERERER )

FRF5AECE




ZoneDirector-WLAN-PSK

&2 WLAN X

—AREIE v

£1: ZD-PSK

ESSID: ZD-PSK

HA:

hERRE v

FE: @ HMRERER (BRRASHEGER)
O BRZEL WLAN BEFERRR (RAEERERERDRIES - )
O HE5PRES (WISPr)
() Hotspot 2.0

(O Autonomous

—M"



ZoneDirector-WLAN-PSK.

hnEREIR v

A% @ WPA2 () WPA3 () WPA2WPA3-Mixed () OWE () WPA-Mixed () WEP-64 (40 tt45) () WEP-128 (104 t£45)
(O None

®EA: @ AES (O BE) (TKIP+AES)

2g: | testtest

802.11w MFP: @ CfEA O WEEN O KRN




ZoneDirector-WLAN-802.1x

&#: ZD-8021x

ESSID: ZD-8021x

5SEA:

BhERR v

BE: @ MRRBERER (ERRASEERGER)
O BRELE WLAN B35ERBiR (RASERSERERAEZES )
O B25MRFS (WISPr)

O Hotspot 2.0

(O Autonomous




ZoneDirector-WLAN-802.1x.

FoRa IR
Fi&:
Fast BSS Transition:
SRREEARER:
Zero-IT Activation TM:
InEREIR

Fik:

v
O 535 @ 802.1x EAP () MAC ik (O 802.1x EAP + MAC itk
() BX®h 802.11r tRIRIBME (FEHRNE) 802. 11k MBEREE -)
radius vi+ ¢
YR Zero-IT Activation
(EREEBTAZE  BURERGHERBHMREREN)
\ 4

O WPA2 () WPA3 () WPA-Mixed () WEP-64 (40 Lt%5) () WEP-128 (104 t£45) @ None
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ZoneDirector-WLAN-802.1x.
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ZoneDirector-WLAN-Guest

#Zi#: ZD-Guest

ESSID: ZD-Guest

SA:

ShERE v

R O HMERBERER (ERRASHERGER)
@ RRTEU WLAN BEFERR (RMESERDBERERDREIES <)
O B25ERES (WISPr)
(O Hotspot 2.0

(O Autonomous

ShERB: | guestv| + ¢
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ZoneDirector-WLAN-Guest.

RoRE IR
Fi&:
Fast BSS Transition:

nEEIR
Bik:

R 802.1x EAP MAC ik 802.1x EAP + MAC ittt

FYE) 802.11r HRIRBHE (BEENE) 80211k MBERHS )

() WPA2 () WPA3 () WPA2/WPA3-Mixed () OWE () WPA-Mixed () WEP-64 (40 LE4F) () WEP-128 (104 LE%F)
@ None




ZoneDirector-WLAN-GuestService
4REE(guest) p%;

SBRETHREA DO () FARXGREETNREADO

BERE @ KRERRRE
O iz
O EEHE

EEREE () EcEEEESs
EEET © ErpENEE

O TR THME URL :

RE R EIR -
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ZoneDirector-ClientiZ:}
e EAIEBNES

AR T RAFAERGER LNERE - RE TERE NEMEEERMNRRER - IRIEMHLERE—E TREE) NEREBERL  FR MARRE) - (RAIMA TPERER) RRE—EEMEEER LR
HYRARAERS
REERMARRENERE - HiRER

ERER

BRGEIAER
FEREFE AANBMERED

g%~ 1

Q T %

Tl

A y )
ERIEBNEFiR AC Sttt RIERGRE FHEHE {EFRENP EREEE Access Point

BREFIR
BEIE4M PSK FI|H0-0 » MBt0fEETSE -
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M Ruckus

WIRELESS

Access Points

HBER

WLANs
#HHE
H#hELER PSKiCerts

EREMFRTE

Rogue &

FRRB R &S

AR Alarms

Mesh

2009/06/19 11:53:17 | 3H® | Log Out (admi

ZoneDirector

&k NeroE 3 Administer

BEHE

This table lists all currently connected client devices, Only those devices with a status of "authorized" are permitted access to the network. To prevent an "unauthorized" client from
attempting to connect to vour network, click Block. To troubleshoot a problematic connection, click Delete. (That client can then reconnect to the WLAN.)

. = e
BEEUMARLEMERE  mper DA EMIVAE  HEEANRE HaRGHERR
@ BHE ; AL iR s T o o @
“~ MAC Address HHENP Access Point WLAN ‘Channel io Bt Sta& Action T
00:10:77:01:00:01 jyang | 00:13:92:E4:43:01 corporatd 1 802.11b/2|99% [C28=] Delete Block SpeedFlex NEREER
00:10:77:01:00:02 bob 00:13:92:E4:43:01 corporatq 6 802.11b/g|74% | ©525&| Delete Block SpeedFl
00: A4:00:01:00:03 user0001| 00:13:92:E4:43:01 corporatgd 11 802.11b/g|94% | 23228 | Delete Block Spee
0:77:01:00:01 10.1.0.4 |00:13:92:E4:43:01 guest 11 802.11bfg|32% | 25%22&| Delete Block SnédFlex
%0:77:01:00:02 10.1.0.5  |00:13:92:E4:43:01 guest 11 802.11bfg|12% | 25%2&| Delete peedFlex
00:5E:6F:01:00:03 10.1.0.6 |00:13:92:E4:43:01 guest 1 802.11b/g|99% | B522&| Delete Bl#tk SpeedFlex
AR PR SR Gsertonz [00:13:92.E4:43:04 corporate [ [802.11a  [s2% [ 25228| Detetg/Block speedFlex S EEEE
00:62:85:02:02:02 user0003 |00:13:92:E4:43:04 corporate |36 802.11a |17% B=Z2F Delete Block SpeedFlex , %%“ m
00:64:84:02:02:03 user0004 00:13:92:EA:43:04 corporate 64 802.11a [92% DBEEEE Block SpeedFl EMAREE
00:54:CF:02:02:04 user0005 3:92:E4:43:04 corporate 56 802.11a 99% D228 Delete Block S - T -
00:14:E3:02:02:05 userD00g” 00:13:92:E4:43:04 corporate 56 802.11a | 42%| 2523& Delete Blo °

00:8F:30:02:02:06 user0007  00:13:92:E4:43:04 corporate 52 802.11a | 57%| O5%& Delete|Block|SpeedFlex

00:33:05:02:02:07 BRAEEGE HONPIMACEESSTDrate 44 802.11a |67%| BEZ& Delete Block SpeedFlex o
00:48:54:02:00:01 user0009 00:13:92:E4:43:04 corporate 11 802.11b/d 2.5 =525 Delete Block|SpeedFlex @@

00:AF:Cé:02:00:01 10.1.0.15 00:13:92:E4:43:04 guest 1 802.11b/d 40%| 25%2& Delete Block SpeedFlex ‘\ — ——

s | P @rEs |1 En® fERREEX TN

BU/ER BRESERENANEE NERBENEARE  go
—— BWi/eE E£E #/HE &8

2005/12/20 01:44:08 & jyvang User[jyang®00:10:77:01:00:01] of WLAN[corporate] encountered low signal
200541220 01:44:07 jyang AP[00:13:92:E4:43:04] radio ~radioto~ detects User[jyang@00:10:77:01:00:01] in WLAN[corporate] roams from AP[00:13:92:E4:43:01]

Th)
JLEAD



i 2009/06/19 14:36:59 | BB | ZM (admin)
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AR¥SEAFCE
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ZoneDirector-#RE2H-45
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SRIBIBAE AN
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AP Patch Firmware
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TERRRSTEIRIE.
BEEER | REREBECEER
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ZoneDirector-#REEH4L.

RETERBEETN
IRTEERBERRASZS 10.4.1.0 build 214. Z= @R UEARASFABEEFERY Access Points E=&ll - 553RES
AP BR7As AP BERBERRAS Patch Firmware
c110 10.4.1.0.214
e510 10.4.1.0.214
h320 10.4.1.0.214
h510 10.4.1.0.214
r310 10.4.1.0.214
r320 10.4.1.0.214
r500 10.4.1.0.214
r510 10.4.1.0.214
r550 10.4.1.0.214
r600 10.4.1.0.214
r610 10.4.1.0.214
r650 10.4.1.0.214
r710 10.4.1.0.214

r720 10.4.1.0.214
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ZoneDlrector-Support

A EERZEARHERB2XK.

FFEIEE & 325

APEFEIEE  URLBIEFRFAIE & EFXIE

ER=E

» ZoneDirectorZE @MY EA — B4R 5B RIVIEHFRIEIN _ LIORMZRF » BASIRMEFRIREFAMR -
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TENEF ISR RIS E M IS ER A - MUCERGEAREENE I ISNERAHEE -
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ZoneDirector-Support.

>>> support.ruckuswireless.com

Due to the COVID-19 pandemic, most Ruckus Networks Support Engineers are working remotely. If you experience di

Networks Support via telephone, please use our Live Chat option as an alternative channel to open a case.

® Announcements Register Warranty Activatg

Warranty Checker

4 Upgrade Guides EEN

"Support Service" Missing or Expiring

® License Management RMA Return Instructions Registe

v/ Warranty & RMA Downlo

@ Hide Instructions

® KB & Forums

"Support Service" Missing or Expiring Instructions
ﬁg -|- | Use this tool to download your "Support Service" file. Simply save the file 1. Enter your ZoneDirector serial number below.
Ul to your desktop and then you can manually upload to your ZoneDirector. 2. Click "Submit" button.

3. Save the file.

4. Upload the file to your ZoneDirector (GUI "Administer" & "Support")
O Asset Management

Always Hide Instructions

® Serial Number ‘
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